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Application and Database Security Auditing,
Vulnerability Assessment, and Compliance
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Product Overview
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Integrigy Overview

= [ntegrigy Corporation is a leader in application security for
enterprise mission-critical applications. AppSentry, our
application and database security assessment tool, assists
companies in securing their largest and most important
applications through detailed security audits and actionable
recommendations. Integrigy Consulting offers
comprehensive security assessment services for leading ERP
and CRM applications, enabling companies to leverage our
in-depth knowledge of this significant threat to business
operations.

= Corporate Details
— Founded December 2001
— Privately Held
— Based in Chicago, lllinois
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Integrigy Background

= Extensive experience with Oracle

- Founded by former Big-6 consultants with significant experience on
Oracle implementations in Fortune 500 companies

— Founders recognized a major gap in all implementations — little or no
security auditing done on projects

- Integrigy has found more security bugs in Oracle Applications than
anyone else inside or outside of Oracle

= Both an ERP/CRM company and a security company

— Products developed to support and enhance an ERP/CRM
implementation — Integrigy understands the issues and risks
challenging large ERP/CRM implementations

— Integrigy bridges the gap between applications, databases, and
security
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Integrigy Security Alerts

Security Alert

Versions

Security Vulnerabilities

Critical Patch Update July 2008 Soa e
Critical Patch Update April 2008 11_5;2_'01"1‘_5_10 gl‘s"c’lrirf:'gi'ces SQL injection, XSS, information
Critical Patch Update July 2007 11.5.:;2_.(;.:)[(.5.10 ;ilst\:/lL;I:uerr:l::Lict.ies, SQL injection, XSS, information
Critical Patch Update October 2005 11'5'11__ 01_ ,1('5'10 Default configuration issues

Critical Patch Update July 2005 11'5'11__ 01_ )1('5'10 Isﬁzrirrg:tciﬂ?]"d‘i’suc'{;i:"rzi"ties

Critical Patch Update April 2005 11'5'11__ 01_)1('5'10 Isﬁzri:j:tciﬂ‘r’]”d‘i’sucllr;ﬁ?"”es

Critical Patch Update Jan 2005 11'5'11__01_)1('5'10 SQL injection vulnerabilities

Oracle Security Alert #68

Oracle 8i, 9i, 10g

Buffer overflows
Listener information leakage

Oracle Security Alert #67 11'5'111_'0_1)(1'5'8 10 SQL injection vulnerabilities

Oracle Security Alert #56 11.5i11.—o.1x1.5.8 Buffer overflow in FNDWRR.exe

Oracle Security Alert #55 sa-iiss ) Mlenenbiives n A0 Seup T
Oracle Security Alert #53 JSTHEE, T joastenieonriors v
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Integrigy’s Products

AppSentry

Security scanner for databases, application servers, and ERP packages

- Performs advanced penetration testing and in-depth security and controls
auditing

— Performs over 300+ audits and checks on Oracle products

— Runs on any Windows PC and requires no software to be installed on the
target servers

AppDefend

— Application firewall and intrusion prevention system for ERP packages

— Blocks common attacks like SQL injection, session hijacking, and cross site
scripting

— Blocks access to unimplemented Oracle Applications modules
- Runs as an Apache modules and scans all incoming web requests

v v
INTEGRIGY



Manual Auditing Issues

Massive applications with many layers

- Very time consuming to check everything — hundreds of items to check and
analyze

— Auditor’s knowledge must be extensive and broad
— Technical (security) and functional (control) auditing skills required

Audits are static and need to be performed routinely
— Difficult and expensive to conduct a 2 week audit every year

Few tools exist to automate audit process
— Multiple tools required to automate entire process
— Tools are usually a conglomeration of SQL scripts and shell scripts

New exploits and vulnerabilities are discovered frequently in
operating system, web server, application server, database, app

— Difficult to keep accurate inventory of new security issues
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AppSentry Overview

= Security Scanner for databases, application servers, and ERP/CRM
Applications

— Validates security of network, operating system, web server, database, and
application

— Modular design with distributed GUI and centralized server
— Security checks written in XML and Java
- Automatic program and security check updates

- In-depth security and controls auditing
— Advanced penetration testing

— Scanning of open network ports for well-known and application specific
vulnerabilities

— Validation of application and technology stack configuration by analyzing
configuration files, logs, and file versions

— Analysis of users and roles to isolate segregation of duty issues
- Transaction auditing to detect possible fraud
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Using AppSentry

= Simple to use — task oriented GUI

= Comprehensive descriptions and solutions for identified
vulnerabilities

= AppSentry Users
— |T Security
- Internal Audit
— Oracle DBAs
— Oracle Project Team —IT

— Oracle Project Team — Functional/Business Owner
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AppSentry — Automated Audit

= Confidence

— Audits all layers from operating system to application
— Downloads updates before every scan

= Breadth

— Performs both security and control audits

" Productivity
— Simple to use
- Automates auditing and reporting

— Auditor can focus on more important tasks (e.g., process
controls)

— Fast — audit can be accomplished in less than 1 hour
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AppSentry Workflow

®= Quick and simple workflow

= Policies and configurations are created once by
DBA, Security Officer, or Internal Audit

Create

Policies = Scans can be executed by DBA or Security Officer on
(one-time) a weekly or monthly basis

Create Configure
Configurations Session

Repeat Scan

A

(policy and

(one-time) configuration)

Resolve

Issues
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Third-Party Integration

= Security Management System and SNMP
Management Systems

— Result data sent to Security Management Systems
(Event and Incident Consoles) or SNMP
Management Systems

— Supports Syslog, SNMP Trap, or ArcSight CEF
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AppSentry — Policy Editor

Policies can be defined

i AppSentry 5.5 by Integri = . .
bl M B ) Q@!' for different scenarios
File Edit Toaols Help
such as HIPAA, month-
@ Policy Editor (?) end scan, a level of
Start Page |Po||c‘_.f Name Create Date (y/m/d) Modify Date{¥7m/d) | Security, ora CheCinSt
= %
l—Microsof‘t SQL Server Standard Policy 2007/03/24.2475T; 24 2007/03/24 21:58:24 Add
% Policy T
l—Standard Policy 2007/03/24 21:58:24 2007/03/24 21:58:24
L Delete
T . .
|—Dracle Applicatiens 11i Standard Pclicy 2005/10/12 11:31:51 2007/01/21 22:17:46 Pollcy items are general
7= security policy settings
':Database Standard Palicy 2005/10/12 11:31:51 2005/10/12 11:31:51 (e minimum
Test DB 2007/03/24 21:58:25 2007/03/24 21:58:25 8
Scanner ... Oracle Applications 11i - paSSWOfd |ength) and
... General . s .
Oracle Database Accounts |6 IndIVIdual aUdIt and
Results :Dracle Appl?cat!ons Accounts Minimum Password Length 5 check Settlngs
iOracle Applications User Fasswords
-~ Patch Policy and Critical Patch Up... Hard to Guess Passwords
Critical Patch Updates Pazsword Reuse Time Limit 100
- System Privileges —= © A 7
Systemn and Privileges MACHVE ACCoUnt After x
Table, Indexes, Views, Syn... Case Sensitive Passwords F
Users, Roles, Profiles Password Expiration Type MNOMNE
Storage Management — A . . .
Procedures, Triggers, Types Password Expiration Days S0 Detailed information is
Rules Password Expiration Accesses 200 w provided for eaCh p0||Cy
Miscellaneous
Knowledgebase Checks - item including best
—J--- Oracle Database Checks H H .
[ Oracle Applications User Passwords practices and
Database Accounts
Database Listener Oracle Applications has a number of profile options references
Init.ora that can accomodate most organization's password
Database Auditing ~| | policies.The only major missing feature is any kind of
£ > Airtinnarnhacl hrwwauar miictam nocownrd validatinn
e AppSentry WeblUpdate Available
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AppSentry — Policy Editor

I AppSentry 5.5 by Integrigy

)
(=]
E

File Edit Tools Help

@ Policy Editor (7))
(i Start Page |POIic‘,f Name Create Date (y/m/d) Modify Date (y/myd) |
B_ E; ir
— Microsoft SQL Server Standard Policy 2007/03/24 21:58:24 2007/03/ 242 B0TIY Add
% Policy oo
— Standard Policy POT7/03/24 21:58:24 2007/03/24 21:58:24
Delete
==
. — Cracle Applications 11i Standard Palicy 2005/10/12 11:31:51 2007/01/21 22:17:46
Config
=
— Database Standard Policy 2005/10f12 11:31:51 2005/10/12 11:31:51
L Test DB 2007/03/24 21:58:25 2007/03/24 21:58:25
Scanner = Oracle Database
- General
Oracle Database Accounts Public User | Role |"
| el SELECT ANY TABLE HIGH AUDIT MEDIUM
Results Oracle Database Session and Pas...
5. Patch Policy and Critical Patch Up... INSERT ANY TABLE HIGH AUDIT MEDIUM
Critical Patch Updates UPDATE ANY TABLE HIGH AUDIT MEDIUM
Oracle Database Listener o —
. DELETE ANY TAELE HIGH AUDIT iMEDIUM ¢
- System Privileges
System and Privileges UMDER ANY TAELE MCNE MOME MNONE w
Table, Indexes, Views, Syn...
Users, Roles, Profiles . o . [
Storage Management Review each system privilege and determine the
Procedures, Triggers, Types appropriate access level for PUBLIC, users, and roles.
Rules For each system privilege, you may set one of the
Miscellaneous following vaules -
—|-- Oracle Database Standard Packa...
DBMS Packages 1 . .
. Packagec 5 » None - No action will be taken
Web Packages « AUDIT - The PUBLIC, user, or rale grants for this
UTL Packages privilege will be reported in the 'System
CTXSYS Packages Privileges Analysis' report.
< > - INOW MFEDTIIM HTGH - Tn additinn tn hainn ot

) AppSentry WebUpdate Available

Policy items can be
tailored to a specific
environment, security
standard, or checklist.
As an example,
AppSentry allows any
Oracle database system
privilege to be checked.
Other areas include
access to standard
packages, roles, etc.

Any Oracle database
system privilege can be
checked and return
either AUDIT, HIGH,
MEDIUM, LOW results.
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AppSentry — Configuration Editor

{ AppSentry 5.5 by Integrigy BEx Configurations are
Fle Edit Tools Help defined for different
@ Configuration Editor e environments including
— ; - Oracle database, Oracle
Start Page |Conﬁguratlon MName Create Date (y/m/d) ey Date (y/m/d) | . .
T @ Application Server, and
T
|—Samp|e Oracle App Server 2007/03/24 21:59:16 2007/03/24 21:59:16 Add Oracle E-Business Suite
Policy T ’
Sample Oracle 10g 2007/01/21 22:14:02 2007/01/21 22:15:51
Sample Oracle 10g RAC 2007/01/21 22:13:24 2007/01/21 22:17:00 Delets
@ Config 0 .
':Sample COracle 11i 2007/01/21 22:13:34 2007/01/21 22:33:07
Sample Oracle 11i Complex 2007f01f21 22:13:51 2007/01/21 22:27:57
Complex configurations
Scanner
g SR Select a server type from the drop down can be created to
‘:d list. Enter a name in the text box to e .
identify the server. Click the 'Add’ button. - = handle environments
Dat s v .
Results — : ey like RAC
|Appl|catlons 11i Server j @ Administration Server
|HTTP Cerver Add Autoconfig Enabled
Sepuerdostname or IP Address proddb01.integrigy.com
- Oracle E-Bgsiness_Suite 11j | patabase TNS Fort 1521
Appl!cat!ons 11! Anachs Wah Bort annn hd
Applications 11i Database
Applications 11i Server - Concurrent Mgr i . . ™
Applications 11i Server - Database Server Orade Applications 11i Server
Applications 11i Server - External Web01 U thi i to defi the diff ¢
Applications 11i Server - External Web02 Jse this section to define the difterent servers ; : PO
Applications 11i Server - Internal App01 in the 11i implementation. QOracle Applications Detailed information is
Applications 11i Server - Internal App02 +| || uses five different types of servers -- web, included for each
< > formls,l concyrrent manager, database, and configuration setting
_ _ administration. These types of servers can be
ﬁ T SRR IS ) AT T installed on a single server or distributed
and click the 'Delete Server' button. . ,
Delete aCross many servers. Define one section for w
) AppSentry Webllpdate Available
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AppSentry — Scan

T AppSentry 5.5 by Integrigy

BEX

File Edit Tools Help

L% Scanner

Start Page : .
Configuration

Policy Palicy
Config Scan Name Use Date/Time
Debuggin
Scanner gging
show, Debug Messages

Results
5

Show

Show, Unknos

b- Start

Timeput Hung Processes

How OK Status
Show, Error SE2tus
Excluded Status

wn Btatus

! @ Scan Status an Besy

Scan Status: Starting Scan

Phase: Executing Checks

Step: Oracle Critical Patch Updates (Database) (oradbcpu)

Scan Start: 24 Mar 2007 22:27:01
Elapsed Time: 00:03:22

@

© started Init.ora - AUDIT_TRAIL {oradbaudittrail)
© Finished Init.ora - AUDIT_TRAIL {oradbaudittrail) Time=0.078
0 Started Privileges on Standard Database Packages (oradbpublicpackages)
0 Finizhed Privileges on Standard Database Packages (oradbpublicpackages) Time=4.563
0 Started Roles Assigned to PUBLIC (oradbpublicroles)
@ Finished Roles Assigned to PUBLIC (oradbpublicroles) Time=0.063
Started System Privileges Assigned to PUBLIC (oradbpublicprivileges)
0 Finizshed System Privileges Asz=signed to PUBLIC (oradbpublicprivileges) Time=0.032
0 Started Object Privileges Assigned to PUBLIC (oradbpublicobjectprivs)
0 Finizhed Object Privileges Asz=zigned to PUBLIC (oradbpublicobjectprivs) Time=2.703
@ Started Database Password Parameters (oradbpassparms)
Finished Databasze Password Parameters (oradbpassparms) Time=0.125
Started Database User Rezource Limits (oradbresourcelimits)
@ Finished Database User Resource Limits (oradbresourcelimits) Time=0.093
Started Access to LINKS Table (oradblinkprivs)
Finichad Arracs tn | TRHKE Tahla faradhlinknrive) Time=1 N&7

AppSentry WeblUpdate Available

Running a scan is as
simple as choosing a
configuration and policy
and clicking start

Detailed information is
presented on the
current status of the
scan, including the
current check running,
the timing of all
executed checks, and
any errors encountered
during the scan
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AppSentry — Scan

I . il - .
I AppSentry 5.5 by Integrigy ==/ Results are available in
File Edit Tecls Help : real-time as the scan is
B Scanner running in an easy to

2
1 starte i
= S TE0S Configuration ﬂ Scan Status m Scan Results {467) " use tree navigator

|Samp|e Oracle 11i j @ critical Patch Update April 2006 Applications Patch GL Report Security BugMot Appli... [#
) X eCritical Patch Update April 2006 Applications Patch Latest AD.I FixgeTot Applied
Policy P0|ICY aCritical Patch Update July 2006 Applications Patch Call CentgeDownload Bug Not Ap...

eCritical Patch Update July 2006 Applications Fatch XS3#N0D HTML Injection in FND_...
aCritical Patch Update October 2006 Applicationsgpdtch Technology Stack Update for ...
. eCritical Patch Update October 2006 Applications Patch AppsLocallogin XSS Mot Appli...
Config Scan Name 4 Use Date/Time ’_g(:ritical Patch Update October 2006 Applications Patch FND VAULT Improvements N...
| {&dcritical Patch Update October 2006 Applications Patch Plain-text Passwords.in Profil....
eCrItICEﬂ Patch Update October 2006 Applications Patch iStore XSS Not Applied

|Orac|e Applications 11i Standalj

et Debugging & Critical Patch Update October 2006 Applications Patch Install Base Configuration Per... -
\'ﬁ Scanner 5 lvedium (2) Each result includes
O show Debug Messages B _TRACE_FILES_PUBLIC Set to TRUE detailed information
; [ AUDIT_3vS_OPERATIONS Set to TRUE . .
M Timeout Hung Processes - Low (18) mcludlng Summary,
Results P — Ve . 5 H
[ Accounts with System as Default Tablespace Detalls, Target (hOSt,
Results [ADBLINK_EMCRYPT_LOGIN Set to FALSE ) )
o [ GLOBAL_NAMES Set to FALSE database, application),
Show OK Status [ARESOURCE_LIMIT Set to FALSE . .
Reports [soLs2 SECURITY Set to FALSE v Description, Solution,
M show Error Status < >

Risk, Type, and

M Show Excluded Status ~ References
Critical Patch Update October 2006 Applicatios"Patches

M Show Unknown Status
Summary

Critical Patch Update October 2006 Applications Patch Plain-text Passwords in
b Start u S Profile Options Mot Applied

Details

Critical Patch Update October 2006 Applications Patch Plain-text Passwords in [

) AppSentry Weblpdate Available
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AppSentry — Results

AppSentry 5.5 by Integrigy

M=

.
I
File Edit Tools Help

Scanner

Results

a7 Results ()]
'('! Start Page Configuration |Mo|:||.||e Last Scan |DatE {v/m/d) |Po|ic:y Yulns |Score ”~
Sample Oracle 10g Oracle Sample Oracle 10g Scan 2007/01/21 Database Standard Policy 23 -10:
Sample Cracle 11i Cracle 2007-Mar-24 22-27-01 2007/03/24 Oracle Applications 11i 5350 -161|w
Paolicy b 4
) L
MName Date (y/m/d) |Polic Vulns | Scoes .
- | (yimfd) | X | | ! d‘ Results Browser =] FReports Manager
2007-Mar-24 2007/03/24 Oracle 330 -1613 h | N
Config Sample Oracle 11i | 2007/01/21 Oracle 330 | -1613 |[|ff £ a”'gh_ (311)
= llMedium (2)

uAUDIT_SYS_DPERATIDNS Set to TRUE
u_TRACE_FILES_PUELIC Set to TRUE
Shegw (16)
D'::i;non Fassword Failure Limit' is against policy
'Signon“®assword No Reuse' iz against policy
itical Patch Undate January 2 lications Patch AP ...
Critical Patch UpdateJanuary 2007 Applications Patch FND..

1miim

s

< >

¥

Critical Patch Update January 2007 Apgplication
Patches

Summary

Critical Patch Update January 2007 Applications Patch
AP Employee Taxpayer ID Display Mot Applied

Details

Critical Patch Update January 2007 Applications Patch
AP Employee Taxpayer ID Display has not been applied.
APXVOMVD.fmb file version is 115.207.0.0 and at least
115.207.15102.6 is required. The patch is 11.5.10.2 = w

AppSentry WebUpdate Available

Results from all scans
can be reviewed at any
time.

Results can be browsed or
reports run

Each scan includes a
score based on a
custom formula defined
for each customer.
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AppSentry — Reporting

I AppSentry 5.5 by Integrigy E]@
File Edit Toocls Help
) Report Viewer (?) Reports are interactive
Start Page | Vulnerahility Summary |Samp|e Oracle 10g Scan | 24 Mar 2007 10:34:30 PM j Close an So_rnte Z”?twld:;”_
own into detaile
2 5|7 P 4 # o <] “| information
Policy Preview l
+- High |
+- Medium ’
+- Low .
Config e Vulnerability Summary
+- QK
Y sample Oracle 10a Scan January 21, 2007 11:06 pm Reports include charts
e 25wl Database Standard Policy K
canner [iiGT el Sample Oracle 10g and graphs, WhICh are
interactive and allow
Vulnerabilities drill-d
Results by Risk rifi-aown
16.3%
4.3%
Reports o 435
Audit 20 21.7%
453 53.3%
Total: 352 100.0%
* Reports can be viewed,
Vulnerabilities printed, or exported into
by Server and . : :
Component ., o 23 multiple formats including
Acrobat (PDF), Word, Excel,
ST o HTML
= b
taal
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AppSentry Architecture

AppSentry

Client
(Windows)

Report
Generator

Centralized
Repository

(local, Oracle,
sQL Server, ...)

Security,
Compliance
or SNMP
Console

AppSentry Server (Java)

AES
Test Manager AneIes
Manager
Update Manager NAS(If.UtIlE”r:;gine
Alert Manager (OVAL) Engine
(future) (future)
External Internal
Port Scanner SQL Engine
JbBC URL Grabber File Scanner
TNS Inspector Permission Scanner
Password Cracker File [dentifier
(Web, Oracle, App)
SysLog .
14
SNMP
XML

Target Target

Application

App Server
Server

Security

Test
(Java)

CVE
Information

Security

Test
(NASL)

(future)

Security
Test

(OVAL)

(future)
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AppSentry Deployment

Standard

Windows PC

Centralized
Repository

(local)

AppSentry

Client
(Windows)

AppSentry

Server
(Java)

Target

Server

Distributed

Windows PC Windows PC

AppSentry AppSentry

Client Client
(Windows) (Windows)

Database Server Java Server
Centralized AppSentry
Repository — Server

(Oracle, SQL Server,
any JDBC/ODBC)

(Java)

Target

Server

Distributed deployments require
support from Integrigy Consulting
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Current AppSentry Modules

= 11i(11.5.1-11.5.10 CU2)

Oracle E-Business Suite = R12 (12.0, 12.1)

= 8i (8.1.7)

= 9i(9.0.1, 9.2.0)

= 10g (10.1, 10.2)

= 11g (11.1, 11.2)

= 9iAS (1.0.2, 9.0.2, 9.0.3)

Oracle Database

Oracle Application Server = 10g (9.0.4, 10.1)
" 11g (11.1)
= 2000
Microsoft SQL Server " 2005
= 2008
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AppSentry Modules in Development

Database/Web Server/Application Estimated Release Date

Oracle PeopleSoft

SAP

Oracle Collaboration Suite

Oracle Clinical

Oracle Retail

Oracle Siebel

IBM DB2

Sybase

Apache and MySQL (psentry open-source tdition)
Oracle WebLogic

Q4 2010
Q1 2011
Q1 2011
Q1 2011
Q2 2011
Q2 2011
Q1 2011
Q1 2011
Q3 2011

Q4 2010
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Integrigy Contact Information

Website: www.integrigy.com

Integrigy Corporation

P.O. Box 81545 Sales: sales@integrigy.com
Chicago, lllinois 60681 Development: development@integrigy.com
888/542-4802 Support: support@integrigy.com

Security Alerts: alerts@integrigy.com

Copyright © 2010 Integrigy Corporation. All rights reserved.
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