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The "CVE Cross-Reference" report lists the CVE numbers and the associated results for each CVE number. Only CVE numbers are included
for executed checks. CVE is the "Common Vulnerabilities and Exposures" which is a list of standardized names for vulnerabilities and other
information security exposures. CVE aims to standardize the names for all publicly known vulnerabilities and security exposures. The goal
of CVE is to make it easier to share data across separate vulnerability databases and security tools. While CVE may make it easier to search
for information in other databases, CVE should not be considered as a vulnerability database on its own merit. The Department of
Homeland Security (DHS) maintains the National Vulnerability Database (NVD), which is based on CVE numbers. Both the CVE and NVD
websites contain detailed information and links to additional information for each vulnerability.

http://cve.mitre.or

http://nvd.nist.gov

CVE-2007-0290 <CVE> <NVD>

. Critical Patch Update January 2007 Applications Patch APPS Password in CCMSVC Log File Applied (Oracle Application Object
Library, APPS01)
- Critical Patch Update January 2007 Applications Patch HR RIA Plain-text Password Applied (Oracle Human Resources, APPS03)

|:| Critical Patch Update January 2007 Applications Patch AP Employee Taxpayer ID Display Not Applied (Oracle Payables, APPS04)
|:| Critical Patch Update January 2007 Applications Patch TCA DNB Plain-text Password Not Applied (Oracle Trading Community
Architecture, APPS05)
|:| Critical Patch Update January 2007 Applications Patch Multiple Vulnerabilities in Web ADI Not Applied (Oracle Web Applications
Desktop Integrator, APPS06)
CVE-2007-0278 <CVE>  <NVD>

|:| Critical Patch Update January 2007 Database Patch Not Applied (NLS Runtime, DB12)
|:| Critical Patch Update January 2007 Database Patch Not Applied (Oracle Text, DB14)

CVE-2007-0277 <CVE> <NVD>

|:| Critical Patch Update January 2007 Database Patch Not Applied (Export, DB11)

CVE-2007-0276 <CVE>  <NVD>

|:| Critical Patch Update January 2007 Database Patch Not Applied (Advanced Security Option, DB10)
|:| Critical Patch Update January 2007 Database Patch Not Applied (Oracle Net Services, DB13)
|:| Critical Patch Update January 2007 Database Patch Not Applied (Recovery Manager, DB16)

CVE-2007-0275 <CVE>  <NVD>

|:| Critical Patch Update January 2007 Database Patch Not Applied (Oracle Workflow Cartridge, OWFO01)
|:| Critical Patch Update January 2007 Applications Patch XSS in Oracle Workflow Packages Not Applied (Oracle Workflow Cartridge,

OWFO1)
CVE-2007-0274 <CVE>  <NVD>

|:| Critical Patch Update January 2007 Database Patch Not Applied (Export, DB08)
|:| Critical Patch Update January 2007 Database Patch Not Applied (Oracle Streams, DB09)

CVE-2007-0273 <CVE> <NVD>
D Critical Patch Update January 2007 Database Patch Not Applied (XMLDB, DB06)

CVE-2007-0272 <CVE> <NVD>

|:| Critical Patch Update January 2007 Database Patch Not Applied (Oracle Spatial, DB05)

CVE-2007-0271 <CVE> <NVD>
|:| Critical Patch Update January 2007 Database Patch Not Applied (Log Miner, DB04)
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CVE-2007-0270 <CVE> =<NVD>
|:| Critical Patch Update January 2007 Database Patch Not Applied (Data Guard, DB03)

CVE-2007-0269 <CVE> <NVD>
|:| Critical Patch Update January 2007 Database Patch Not Applied (Change Data Capture, DB02)

CVE-2007-0268 <CVE> <NVD>

|:| Critical Patch Update January 2007 Database Patch Not Applied (Advanced Queuing, DBO1)
|:| Critical Patch Update January 2007 Database Patch Not Applied (Oracle Text, DB15)
|:| Critical Patch Update January 2007 Database Patch Not Applied (Advanced Replication, DB07)

CVE-2006-5373 <CVE> <NVD>
- Critical Patch Update October 2006 Applications Patch Install Base Configuration Permission Issue Not Applied (Oracle Install Base,
APPS13)
CVE-2006-5372 <CVE> <NVD>

. Critical Patch Update October 2006 Applications Patch Technology Stack Update for Oct 2006 CPU Not Applied (Oracle Universal
Work Queue, APPS11)

. Critical Patch Update October 2006 Applications Patch Technology Stack Update for Oct 2006 CPU Not Applied (Oracle Application
Object Library, APPS12)

CVE-2006-5371 <CVE> <NVD>
- Critical Patch Update October 2006 Applications Patch E-mail Center Plain-text Password Not Required (Oracle Email Center,
APPS07)
CVE-2006-5370 <CVE> <NVD>

. Critical Patch Update October 2006 Applications Patch Mobile Field Service Plain-text Password Not Required (Oracle CRM Gateway
for Mobile Devices, APPS06)
- Critical Patch Update October 2006 Applications Patch iStore XSS Not Applied (Oracle iStore, APPS08)

CVE-2006-5369 <CVE> <NVD>
- Critical Patch Update October 2006 Applications Patch AppsLocalLogin XSS Not Applied (Oracle Application Object Library, APPS02)

CVE-2006-5367 <CVE> <NVD>

. Critical Patch Update October 2006 Applications Patch Trading Community Architecture Plain-text Password Applied (Oracle
Trading Community, APPS10)

- Critical Patch Update October 2006 Applications Patch FND_VAULT Improvements Not Applied (Oracle Applications Framework,
APPS03)

. Critical Patch Update October 2006 Applications Patch Technology Stack Update for Oct 2006 CPU Not Applied (Oracle Applications
Technology Stack, APPS04)

. Critical Patch Update October 2006 Applications Patch Plain-text Passwords in Profile Options Not Applied (Oracle Balanced
Scorecard, APPS05)

- Critical Patch Update October 2006 Applications Patch Plain-text Passwords in Profile Options Not Applied (Oracle Scripting,
APPS09)

CVE-2006-5345 <CVE>  <NVD>
. Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB22)

CVE-2006-5344 <CVE> <NVD>

. Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB20)
- Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB21)

CVE-2006-5343 <CVE> <NVD>
- Critical Patch Update October 2006 Database Patch Not Applied (Database Scheduler, DB19)

CVE-2006-5342 <CVE>  <NVD>
. Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB18)
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CVE-2006-5341 <CVE>  <NVD>

- Critical Patch Update October 2006 Database Patch Not Applied (XMLDB, DB14)
. Critical Patch Update October 2006 Database Patch Not Applied (XMLDB, DB15)

CVE-2006-5340 <CVE>  <NVD>

. Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB13)
- Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB17)

CVE-2006-5339 <CVE> <NVD>
- Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB11)

CVE-2006-5338 <CVE> <NVD>
- Critical Patch Update October 2006 Database Patch Not Applied (Core RDBMS, DB10)

CVE-2006-5337 <CVE> <NVD>
. Critical Patch Update October 2006 Database Patch Not Applied (Core RDBMS, DB09)

CVE-2006-5336 <CVE>  <NVD>

. Critical Patch Update October 2006 Database Patch Not Applied (Change Data Capture (CDC), DB05)
- Critical Patch Update October 2006 Database Patch Not Applied (Change Data Capture (CDC), DB06)

CVE-2006-5335 <CVE>  <NVD>

- Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB12)

. Critical Patch Update October 2006 Database Patch Not Applied (Change Data Capture (CDC), DB04)
. Critical Patch Update October 2006 Database Patch Not Applied (Change Data Capture (CDC), DB16)
- Critical Patch Update October 2006 Database Patch Not Applied (Change Data Capture (CDC), DB07)
. Critical Patch Update October 2006 Database Patch Not Applied (Change Data Capture (CDC), DB08)

CVE-2006-5334 <CVE>  <NVD>
. Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB03)

CVE-2006-5333 <CVE> <NVD>
. Critical Patch Update October 2006 Database Patch Not Applied (Oracle Spatial, DB02)

CVE-2006-5332 <CVE> <NVD>
- Critical Patch Update October 2006 Database Patch Not Applied (XMLDB, DB01)

CVE-2006-3716 <CVE>  <NVD>

- Critical Patch Update July 2006 Applications Patch Call Center Download Bug Not Applied (Oracle Call Center Technology, APPS14)
. Critical Patch Update July 2006 Applications Patch ECX Workflow DoS Not Required (Oracle Workflow Cartridge, APPS19)

CVE-2006-3705 <CVE>  <NVD>

. Critical Patch Update July 2006 Database Patch Applied (Statistics, DB21)
- Critical Patch Update July 2006 Database Patch Applied (Upgrade & Downgrade, DB22)

CVE-2006-3704 <CVE> <NVD>
- Critical Patch Update July 2006 Database Patch Applied (Oracle ODBC Driver, DB15)

CVE-2006-3703 <CVE> <NVD>
- Critical Patch Update July 2006 Database Patch Applied (InterMedia, DB07)
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CVE-2006-3702 <CVE>  <NVD>

- Critical Patch Update July 2006 Database Patch Applied (OCI, DB10)

. Critical Patch Update July 2006 Database Patch Applied (Semantic Analysis, DB20)
. Critical Patch Update July 2006 Database Patch Applied (OCI, DB11)

- Critical Patch Update July 2006 Database Patch Applied (OCI, DB12)

. Critical Patch Update July 2006 Database Patch Applied (OCI, DB13)

. Critical Patch Update July 2006 Database Patch Applied (OCI, DB14)

- Critical Patch Update July 2006 Database Patch Applied (Export, DB06)

. Critical Patch Update July 2006 Database Patch Applied (Query Rewrite/Summary Mgmt, DB16)
. Critical Patch Update July 2006 Database Patch Applied (RPC, DB17)

- Critical Patch Update July 2006 Database Patch Applied (OCI, DB08)

. Critical Patch Update July 2006 Database Patch Applied (RPC, DB18)

. Critical Patch Update July 2006 Database Patch Applied (OCI, DB09)

- Critical Patch Update July 2006 Database Patch Applied (RPC, DB19)

. Critical Patch Update July 2006 Database Patch Applied (OCI, DBCO01)

. Critical Patch Update July 2006 Database Patch Applied (RPC, DBC02)

- Critical Patch Update July 2006 Database Patch Applied (RPC, DBC03)

. Critical Patch Update July 2006 Database Patch Applied (RPC, DBC04)

CVE-2006-3701 <CVE>  <NVD>

. Critical Patch Update July 2006 Database Patch Applied (Dictionary, DBO5)

CVE-2006-3700 <CVE> <NVD>

. Critical Patch Update July 2006 Database Patch Applied (XMLDB, DB23)
- Critical Patch Update July 2006 Database Patch Applied (Web Distributed Authoring and Versioning (DAV), DB04)

CVE-2006-3699 <CVE> <NVD>
- Critical Patch Update July 2006 Database Patch Applied (Core RDBMS, DB02)

CVE-2006-3698 <CVE>  <NVD>

. Critical Patch Update July 2006 Database Patch Applied (Change Data Capture (CDC), DB01)
. Critical Patch Update July 2006 Database Patch Applied (Data Pump Metadata API, DB03)

CVE-2006-1882 <CVE> <NVD>

- Critical Patch Update April 2006 Applications Patch Latest AD.I Fixes Not Applied (Oracle Applications Technology Stack, APPS06)
- Critical Patch Update April 2006 Applications Patch Latest AD.I Fixes Not Applied (Oracle Applications Technology Stack, APPS07)
. Critical Patch Update April 2006 Applications Patch Latest AD.I Fixes Not Applied (Oracle Applications Technology Stack, APPS08)

CVE-2006-1880 <CVE> <NVD>

. Critical Patch Update April 2006 Applications Patch GL Report Security Bug Not Applied (Oracle General Ledger, APPS10)
- Critical Patch Update April 2006 Applications Patch Latest AD.I Fixes Not Applied (Application Install, APPS01)
. Critical Patch Update April 2006 Applications Patch AR SQL Injection Not Applied (Oracle Receivables, APPS12)

CVE-2006-1877 <CVE> <NVD>

. Critical Patch Update April 2006 Database Patch Applied (Oracle Spatial, DB13)

CVE-2006-1876 <CVE> <NVD>
. Critical Patch Update April 2006 Database Patch Applied (Oracle Spatial, DB12)

CVE-2006-1875 <CVE> <NVD>

- Critical Patch Update April 2006 Database Patch Applied (Oracle Spatial, DB11)

CVE-2006-1874 <CVE> <NVD>
- Critical Patch Update April 2006 Database Patch Applied (Oracle Spatial, DB09)
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CVE-2006-1873 <CVE> =<NVD>
- Critical Patch Update April 2006 Database Patch Applied (Oracle Spatial, DB08)

CVE-2006-1872 <CVE> <NVD>
- Critical Patch Update April 2006 Database Patch Applied (Oracle Enterprise Manager Intelligent Agent, DB07)

CVE-2006-1871 <CVE> <NVD>
. Critical Patch Update April 2006 Database Patch Applied (Log Miner, DB06)

CVE-2006-1870 <CVE>  <NVD>

. Critical Patch Update April 2006 Database Patch Applied (Export, DB05)

CVE-2006-1869 <CVE> <NVD>
. Critical Patch Update April 2006 Database Patch Applied (Dictionary, DB04)

CVE-2006-1868 <CVE> <NVD>
- Critical Patch Update April 2006 Database Patch Applied (Advanced Replication, DB03)

CVE-2006-1867 <CVE> <NVD>
- Critical Patch Update April 2006 Database Patch Applied (Advanced Replication, DB02)

CVE-2006-1866 <CVE> <NVD>

- Critical Patch Update April 2006 Database Patch Applied (Oracle Spatial, DB10)
. Critical Patch Update April 2006 Database Patch Applied (Advanced Replication, DB01)

CVE-2006-0552 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Net Listener, DB11)

CVE-2006-0551 <CVE> <NVD>
- Critical Patch Update January 2006 Database Patch Applied (Data Pump Metadata API, DB06)

CVE-2006-0550 <CVE> <NVD>
- Critical Patch Update January 2006 Database Patch Applied (Reorganize Objects & Convert Tablespace, DBC02)

CVE-2006-0549 <CVE>  <NVD>
- Critical Patch Update January 2006 Database Patch Applied (Data Pump Metadata API, DB05)

CVE-2006-0548 <CVE>  <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Oracle Text, DB15)

CVE-2006-0547 <CVE>  <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Program Interface Network, DB18)

CVE-2006-0291 <CVE> <NVD>

. Critical Patch Update January 2006 Database Patch Applied (Oracle Workflow Cartridge, WF02)
- Critical Patch Update January 2006 Applications Patch Workflow Mailer Fixes Not Applied (Oracle Workflow Cartridge, WF02)
. Critical Patch Update January 2006 Applications Patch Workflow Mailer Fixes Not Applied (Oracle Workflow Cartridge, WF03)
. Critical Patch Update January 2006 Database Patch Applied (Oracle Workflow Cartridge, WF03)

CVE-2006-0290 <CVE> <NVD>

- Critical Patch Update January 2006 Database Patch Applied (Oracle Workflow Cartridge, WF01)
- Critical Patch Update January 2006 Applications Patch Workflow Mailer Fixes Not Applied (Oracle Workflow Cartridge, WF01)
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CVE-2006-0287 <CVE> =<NVD>
- Critical Patch Update January 2006 Database Patch Applied (Oracle HTTP Server, OHS02)

CVE-2006-0286 <CVE> <NVD>
- Critical Patch Update January 2006 Database Patch Applied (Oracle HTTP Server, OHS01)

CVE-2006-0285 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Java Net, JNO1)

CVE-2006-0283 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Reorganize Objects & Convert Tablespace, DBC02)

CVE-2006-0282 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Protocol Support, DBC01)

CVE-2006-0278 <CVE> <NVD>

- Critical Patch Update January 2006 Applications Patch Input Filtering for JTT Not Required (CRM Technical Foundation, APPS02)

- Critical Patch Update January 2006 Applications Patch HR Attachment Security Issue Not Required (CRM Technical Foundation,
APPS02)
- Critical Patch Update January 2006 Applications Patch DisplayManager Bug Not Required (iProcurement, APPS03)

- Critical Patch Update January 2006 Applications Patch Windows CM Cleartext Passwords Not Required (Oracle Application Object
Library, APPS04)

- Critical Patch Update January 2006 Applications Patch XSS in AppsLocalLogin.jsp Not Required (Oracle Application Object Library,
APPS05)

. Critical Patch Update January 2006 Applications Patch WebRequestUtil Not Required (Oracle Application Object Library, APPS06)

CVE-2006-0277 <CVE> <NVD>

. Critical Patch Update January 2006 Applications Patch Marketing and Sales JSP Bugs Not Required (Oracle Marketing, APPS15)
- Critical Patch Update January 2006 Applications Patch Access Issue in MES Screens Not Applied (Oracle Applications Framework,
APPS07)
. Critical Patch Update January 2006 Applications Patch BNE Uploader Responsibility Bypass Not Applied (Oracle Applications
Technology Stack, APPS09)
CVE-2006-0272 <CVE>  <NVD>

- Critical Patch Update January 2006 Database Patch Applied (XML Database, DB29)

CVE-2006-0271 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Upgrade & Downgrade, DB28)

CVE-2006-0270 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (TDE Wallet, DB27)

CVE-2006-0269 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Streams Capture, DB25)

CVE-2006-0268 <CVE> <NVD>
- Critical Patch Update January 2006 Database Patch Applied (Security, DB21)

CVE-2006-0267 <CVE> =<NVD>
- Critical Patch Update January 2006 Database Patch Applied (Query Optimizer, DB20)

CVE-2006-0266 <CVE> <NVD>
- Critical Patch Update January 2006 Database Patch Applied (Query Optimizer, DB19)
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http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0287
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0287
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0286
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0286
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0285
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0285
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0283
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0283
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0282
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0282
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0278
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0278
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0277
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0277
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0272
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0272
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0271
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0271
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0270
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0270
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0269
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0269
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0268
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0268
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0267
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0267
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0266
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0266

CVE-2006-0265 <CVE>  <NVD>

- Critical Patch Update January 2006 Database Patch Applied (Oracle Text, DB17)
. Critical Patch Update January 2006 Database Patch Applied (Program Interface Network, DB18)

CVE-2006-0263 <CVE>  <NVD>

. Critical Patch Update January 2006 Database Patch Applied (Network Communications (RPC), DB12)
- Critical Patch Update January 2006 Database Patch Applied (Network Communications (RPC), DB13)
- Critical Patch Update January 2006 Database Patch Applied (Net Listener, DB09)

CVE-2006-0262 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Net Foundation Layer, DB08)

CVE-2006-0261 <CVE>  <NVD>

. Critical Patch Update January 2006 Database Patch Applied (Oracle Label Security, DB14)
- Critical Patch Update January 2006 Database Patch Applied (Dictionary, DB07)

CVE-2006-0260 <CVE>  <NVD>

- Critical Patch Update January 2006 Database Patch Applied (Streams Apply, DB22)

. Critical Patch Update January 2006 Database Patch Applied (Streams Capture, DB23)

. Critical Patch Update January 2006 Database Patch Applied (Streams Capture, DB24)

- Critical Patch Update January 2006 Database Patch Applied (Data Pump Metadata API, DB05)
. Critical Patch Update January 2006 Database Patch Applied (Oracle Text, DB15)

. Critical Patch Update January 2006 Database Patch Applied (Streams Subcomponent, DB26)

CVE-2006-0259 <CVE> <NVD>

- Critical Patch Update January 2006 Database Patch Applied (Net Listener, DB10)
- Critical Patch Update January 2006 Database Patch Applied (Data Pump, DB04)
. Critical Patch Update January 2006 Database Patch Applied (Data Pump Metadata API, DB06)
- Critical Patch Update January 2006 Database Patch Applied (Oracle Text, DB16)

CVE-2006-0258 <CVE> <NVD>
- Critical Patch Update January 2006 Database Patch Applied (Connection Manager, DB03)

CVE-2006-0257 <CVE> <NVD>
- Critical Patch Update January 2006 Database Patch Applied (Change Data Capture, DB02)

CVE-2006-0256 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Advanced Queuing, DB01)

CVE-2005-3458 <CVE>  <NVD>
. Critical Patch Update October 2005 Applications Patch Workflow Fixes Not Required (Oracle Workflow Cartridge, APPS19)

CVE-2005-3456 <CVE> <NVD>

. Critical Patch Update October 2005 Applications Patch Minipack AD.I.1 or later Not Applied (Oracle Application Object Library,
APPS04)
. Critical Patch Update October 2005 Applications Patch Workflow Fixes Not Required (Oracle Workflow Cartridge, APPS21)

. Critical Patch Update October 2005 Applications Patch Workflow Fixes Not Required (Oracle Workflow Cartridge, APPS17)
- Critical Patch Update October 2005 Applications Patch Workflow Fixes Not Required (Oracle Workflow Cartridge, APPS18)
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http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0265
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0265
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0263
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0263
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0262
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0262
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0261
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0261
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0260
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0260
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0259
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0259
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0258
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0258
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0257
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0257
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0256
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0256
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3458
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3458
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3456
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3456

CVE-2005-3455 <CVE>  <NVD>

- Critical Patch Update October 2005 Applications Patch Multiple Security Fixes Not Applied (Oracle HRMS (Self Service), APPS10)
. Critical Patch Update October 2005 Applications Patch Minipack AD.I.1 or later Not Applied (Application Install, APPS01)
. Critical Patch Update October 2005 Applications Patch Multiple Security Fixes Not Applied (Oracle HRMS (UK), APPS11)

- Critical Patch Update October 2005 Applications Patch Minipack AD.I.1 or later Not Applied (Oracle Application Object Library,
APPS02)

. Critical Patch Update October 2005 Applications Patch ASG System Privileges Not Applied (Oracle Mobile Application Foundation,
APPS12)

. Critical Patch Update October 2005 Applications Patch Minipack AD.I.1 or later Not Applied (Oracle Application Object Library,
APPS03)

- Critical Patch Update October 2005 Applications Patch Multiple Security Fixes Not Applied (Oracle Applications Technology Stack,
APPS05)

. Critical Patch Update October 2005 Applications Patch Database Connection Pool Issue Not Applied (Oracle Applications Technology
Stack, APPS06)

. Critical Patch Update October 2005 Applications Patch IEU Guest User Privileges Not Applied (Oracle Universal Work Queue,
APPS16)

- Critical Patch Update October 2005 Applications Patch Mod_security Update Not Applied (Oracle Applications Utilities, APPS07)

. Critical Patch Update October 2005 Applications Patch Workflow Fixes Not Required (Oracle Workflow Cartridge, APPS20)
. Critical Patch Update October 2005 Applications Patch XNP System Privileges Not Applied (Oracle SDP Number Portability, APPS13)

- Critical Patch Update October 2005 Applications Patch XDP Update Authentication Issue Not Applied (Oracle Service Fulfillment
Manager, APPS15)

CVE-2005-3444 <CVE>  <NVD>
. Critical Patch Update October 2005 Database Patch Applied (Programmatic Interface, DB26)

CVE-2005-3443 <CVE> <NVD>
. Critical Patch Update October 2005 Database Patch Applied (Oracle Spatial, DB17)

CVE-2005-3442 <CVE>  <NVD>

- Critical Patch Update October 2005 Database Patch Applied (Materialized Views, DB11)
- Critical Patch Update October 2005 Database Patch Applied (Oracle Security Service, DB16)
. Critical Patch Update October 2005 Database Patch Applied (Export, DB09)

CVE-2005-3441 <CVE> <NVD>
. Critical Patch Update October 2005 Database Patch Applied (Oracle Intelligent Agent, DB14)

CVE-2005-3440 <CVE>  <NVD>
- Critical Patch Update October 2005 Database Patch Applied (Database Scheduler, DB08)

CVE-2005-3439 <CVE> <NVD>

- Critical Patch Update October 2005 Database Patch Applied (Oracle Spatial, DB20)

. Critical Patch Update October 2005 Database Patch Applied (Oracle Spatial, DB21)

. Critical Patch Update October 2005 Database Patch Applied (Change Data Capture, DB02)
- Critical Patch Update October 2005 Database Patch Applied (Oracle Spatial, DB22)

. Critical Patch Update October 2005 Database Patch Applied (Change Data Capture, DB03)
. Critical Patch Update October 2005 Database Patch Applied (Oracle Spatial, DB23)

- Critical Patch Update October 2005 Database Patch Applied (Oracle Spatial, DB24)

. Critical Patch Update October 2005 Database Patch Applied (Change Data Capture, DBO5)
. Critical Patch Update October 2005 Database Patch Applied (Oracle Spatial, DB25)

- Critical Patch Update October 2005 Database Patch Applied (Data Pump Export, DB07)
. Critical Patch Update October 2005 Database Patch Applied (Oracle Spatial, DB18)

. Critical Patch Update October 2005 Database Patch Applied (Oracle Spatial, DB19)
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http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3455
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3444
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3444
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3443
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3443
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3442
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3442
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3441
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3441
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3440
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3440
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3439
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3439

CVE-2005-3438 <CVE>  <NVD>

- Critical Patch Update October 2005 Database Patch Applied (Locale, DB10)

. Critical Patch Update October 2005 Database Patch Applied (Materialized Views, DB12)

. Critical Patch Update October 2005 Database Patch Applied (Objects Extension, DB13)

- Critical Patch Update October 2005 Database Patch Applied (Change Data Capture, DB04)

. Critical Patch Update October 2005 Database Patch Applied (Oracle Label Security, DB15)

. Critical Patch Update October 2005 Database Patch Applied (Data Guard Logical Standby, DB06)
- Critical Patch Update October 2005 Database Patch Applied (Security, DB27)

. Critical Patch Update October 2005 Database Patch Applied (Workspace Manager, DB28)

. Critical Patch Update October 2005 Database Patch Applied (Workspace Manager, DB29)

CVE-2005-3437 <CVE>  <NVD>
- Critical Patch Update October 2005 Database Patch Applied (PL/SQL, DB01)

CVE-2005-3206 <CVE> <NVD>
- Critical Patch Update July 2005 Database Patch Applied (iSQL*Plus, DBO8)

CVE-2005-3205 <CVE> <NVD>
- Critical Patch Update July 2005 Database Patch Applied (iSQL*Plus, DB09)

CVE-2005-3204 <CVE>  <NVD>
. Critical Patch Update July 2005 Database Patch Applied (XML Database, DB07)

CVE-2005-2093 <CVE> <NVD>
. Critical Patch Update January 2006 Database Patch Applied (Oracle HTTP Server, OHS01)

CVE-2005-1496 <CVE> <NVD>
. Critical Patch Update October 2005 Database Patch Applied (Database Scheduler, DB08)

CVE-2005-1197 <CVE> <NVD>
- Critical Patch Update April 2005 Database Patch Applied (Change Data Capture, DB01)

CVE-2005-0701 <CVE> <NVD>
- Critical Patch Update January 2005 Database Patch Applied (UTL_FILE, DB04)

CVE-2005-0298 <CVE> <NVD>
- Critical Patch Update January 2005 Database Patch Applied (LOB Access, DB02)

CVE-2004-1774 <CVE> <NVD>
. Critical Patch Update January 2005 Database Patch Applied (Spatial, DB03)

CVE-2001-0518 <CVE>  <NVD>

. Oracle Net Services not vulnerable

CVE-2001-0126 <CVE> <NVD>
. Not Vulnerable to Oracle XSQL Servlet Vulnerability

CVE-2000-0818 <CVE> <NVD>

- Oracle TNS Listener Admin Restrictions Not Enabled for FNDFS Listener
- Oracle TNS Listener Admin Restrictions Not Enabled for Database Listener

CAN-2003-0634 <CVE>  <NVD>
. Oracle TNS Listener EXTPROC Configured
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http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3438
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3437
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3206
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3206
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3205
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3205
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http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-1496
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-1496
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-1197
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-1197
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-0701
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0701
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-0298
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0298
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2004-1774
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-1774
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2001-0518
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0518
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2001-0126
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0126
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2000-0818
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0818
http://nvd.nist.gov/nvd.cfm?cvename=CAN-2003-0634
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2003-0634

CAN-2003-0222 <CVE>  <NVD>

- CREATE DATABASE LINK buffer overflow not vulnerable

CAN-2003-0096 <CVE>  <NVD>

- BFILENAME buffer overflow not vulnerable
. TO_TIMESTAMP_TZ buffer overflow not vulnerable
- TZ_OFFSET buffer overflow not vulnerable

CAN-2003-0095 <CVE>  <NVD>

- Oracle Authentication Buffer Overflow not vulnerable

CAN-2002-1264 <CVE> <NVD>
- iSQL*Plus not vulnerable

CAN-2002-1118 <CVE>  <NVD>
. Oracle Net DoS not vulnerable

CAN-2002-0857 <CVE> <NVD>

. Oracle Net Services not vulnerable
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