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The "Oracle Vulnerabilities Unpatched" report shows all unpatched vulnerabilities in Oralce products. These vulnerabilities are normally
patched through Oracle Critical Patch Updates (CPU). For Oracle Database and Oracle Application Server, the vulnerabilities are determined
by the version number and status of the CPU. For Oracle E-Business Suite, vulnerabilities are tested based on source code version. The
report is sorted by Critical Patch Update (month/year) and Oracle product. The vulnerability identifier (e.g., DB01) is from the Oracle
Critical Patch Advisory. The affected Oracle component is included, but may not always be present as Oracle sometimes does not provide

this information in the CPU.

Critical Patch Update January 2007

Oracle Database
|:| DB01 Advanced Queuing <NVD>
|:| DB02 Change Data Capture <NVD>
[ oBo3 Data Guard <NVD>
] DBo4 Log Miner <NVD>
[ bBos oracle Spatial <NVD>
[ bBos xvLDB <NVD>
D DB07 Advanced Replication <NVD>
] pBos Export <NVD>
D DBO09 Oracle Streams <NVD>
[J DbB12 NLS Runtime <NVD>
[] oB14 oracle Text <NVD>
[ oB15 Oracle Text <NVD>
[0 owro1 Oracle Workflow Cartridge <NVD>

Oracle Applications
|:| APPS04 Oracle Payables <NVD>
D APPSQ5 Oracle Trading Community Architecture <NVD>
|:| APPS06 Oracle Web Applications Desktop Integrator <NVD>
|:| OWFO01 Oracle Workflow Cartridge <NVD>

Critical Patch Update October 2006

Oracle Database
- DB03 Oracle Spatial <NVD>
B DB05 Change Data Capture (CDC) <NVD>
. DB06 Change Data Capture (CDC) <NVD>
B DBo9 Core RDBMS <NVD>
[ DB11 Oracle Spatial <NVD>
- DB13 Oracle Spatial <NVD>
B o814 xMLDB <NVD>
B oB15 xMLDB <NVD>
B D817 Oracle Spatial <NVD>
B DB20 Oracle Spatial <NVD>
B DB21 Oracle Spatial <NVD>
B DB22 Oracle Spatial <NVD>
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http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0268
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0269
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0270
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0271
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0272
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0273
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0268
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0274
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0274
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0278
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0278
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0268
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0275
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0290
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0290
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0290
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2007-0275
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5334
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5336
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5336
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5337
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5339
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5340
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5341
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5341
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5340
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5344
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5344
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5345

Critical Patch Update October 2006

Oracle Applications

B APPS02 Oracle Application Object Library <NVD>
. APPS03 Oracle Applications Framework <NVD>
. APPS04 Oracle Applications Technology Stack <NVD>
- APPS05 Oracle Balanced Scorecard <NVD>
Bl APPS08 Oracle iStore <NVD>
- APPSQ9 Oracle Scripting <NVD>
- APPS11 Oracle Universal Work Queue <NVD>
. APPS12 Oracle Application Object Library <NVD>
B APPs13 Oracle Install Base <NVD>

Critical Patch Update July 2006
Oracle Applications
- APPS14 Oracle Call Center Technology <NVD>

Critical Patch Update April 2006

Oracle Applications

Bl APPsO1 Application Install <NVD>
- APPS06 Oracle Applications Technology Stack <NVD>
- APPS07 Oracle Applications Technology Stack <NVD>
. APPS08 Oracle Applications Technology Stack <NVD>
- APPS10 Oracle General Ledger <NVD>
Bl APPs12 Oracle Receivables <NVD>

Critical Patch Update January 2006
Oracle Applications

. APPS07 Oracle Applications Framework <NVD>
- APPS09 Oracle Applications Technology Stack <NVD>
B wro1 Oracle Workflow Cartridge <NVD>
B WFo2 Oracle Workflow Cartridge <NVD>
- WFO03 Oracle Workflow Cartridge <NVD>

Critical Patch Update October 2005

Oracle Applications

Bl APPs01 Application Install <NVD>
. APPS02 Oracle Application Object Library <NVD>
- APPS03 Oracle Application Object Library <NVD>
. APPS05 Oracle Applications Technology Stack <NVD>
- APPS06 Oracle Applications Technology Stack <NVD>
- APPS07 Oracle Applications Utilities <NVD>
B APPS10 Oracle HRMS (Self Service) <NVD>
B APPS11 Oracle HRMS (UK) <NVD>
. APPS12 Oracle Mobile Application Foundation <NVD>
B APPS13 Oracle SDP Number Portability <NVD>
- APPS15 Oracle Service Fulfillment Manager <NVD>
. APPS16 Oracle Universal Work Queue <NVD>

AppSentry 5.5 - Oracle E-Business Suite Page 2 of 3 Report Date: March 24, 2007 10:45 pm


http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5369
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5367
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5367
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5367
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5370
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5367
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5372
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5372
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-5373
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-3716
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-1880
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-1882
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-1882
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-1882
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-1880
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-1880
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0277
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0277
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0290
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0291
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2006-0291
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455 VU#150508
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455 VU#609340
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455 VU#265700
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455
http://nvd.nist.gov/nvd.cfm?cvename=CVE-2005-3455

Critical Patch Update July 2005
Oracle Applications
B appsos
B Arrsoo
B Appsi2
B Appsi3
B Aprsis

Critical Patch Update April 2005
Oracle Applications
B Appso3
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