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High
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AuditOK

High 16.3%15
Medium 4.3%4
Low 4.3%4
Audit 21.7%20
OK 53.3%49

Total: 100.0%92
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High (15)

Archive Log Mode Enabled 1 Oracle DB Configuration

Critical Patch Updates (Database) 4 Oracle DB Buffer Overflow

Default Database Account Passwords 9 Oracle DB Configuration

XML DB Protocol Server 1 Oracle DB Buffer Overflow

Medium (4)

Init.ora - _TRACE_FILES_PUBLIC 1 Oracle DB Configuration

Init.ora - AUDIT_SYS_OPERATIONS 1 Oracle DB Configuration

Init.ora - OS_AUTHENT_PREFIX 1 Oracle DB Configuration

Init.ora - REMOTE_LOGIN_PASSWORDFILE 1 Oracle DB Configuration

Low (4)

Init.ora - GLOBAL_NAMES 1 Oracle DB Configuration

Init.ora - RESOURCE_LIMIT 1 Oracle DB Configuration

Init.ora - SQL92_SECURITY 1 Oracle DB Configuration
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Low (4)

System Tablespace - Default Tablespace for Account 1 Oracle DB Configuration

Audit (20)

Access to AUD$ Table 1 Oracle DB Configuration

Access to LINK$ Table 1 Oracle DB Configuration

Access to SOURCE$ Table 1 Oracle DB Configuration

Access to System Tables and DBA Views 1 Oracle DB Configuration

Access to USER$ Table 1 Oracle DB Configuration

Access to USER_HISTORY$ Table 1 Oracle DB Configuration

Database Accounts 1 Oracle DB Configuration

Database Audit Statements 1 Oracle DB Configuration

Database Component Versions 1 Oracle DB Configuration

Database Links 1 Oracle DB Configuration

Database Password Parameters 1 Oracle DB Configuration

Database User Resource Limits 1 Oracle DB Configuration

Installed Database Components 1 Oracle DB Configuration

Installed Sample Schemas and Accounts 1 Oracle DB Configuration

Public - Assigned Roles 1 Oracle DB Configuration

Public - Object Privileges 1 Oracle DB Configuration

Public - System Privileges 1 Oracle DB Configuration

Standard Database Package Privileges Analysis 1 Oracle DB Configuration

System Privileges Analysis 1 Oracle DB Configuration

System Tablespace - Non-System Objects 1 Oracle DB Configuration

OK (49)

AUD$ Table Location 1 Oracle DB Configuration

BFILENAME Buffer Overflow 1 Oracle DB Configuration

Core - Host 1 Generic Informational

Core - Oracle Database 1 Oracle DB Informational

Create Database Link Buffer Overflow 1 Oracle DB Configuration

Critical Patch Updates (Database) 5 Oracle DB Buffer Overflow

Database Listener ADMIN_RESTRICTIONS 1 Oracle DB Configuration

Database Listener Denial of Server (2) 1 Oracle DB Configuration

Database Listener Denial of Service 1 Oracle DB Configuration

Database Listener EXTPROC 1 Oracle DB Configuration

Database Listener Format String Vulnerabilities 1 Oracle DB Buffer Overflow

Database Listener Logging 1 Oracle DB Configuration

Database Listener Net8 Vulnerabilities 1 Oracle DB Buffer Overflow

Database Listener Password Enabled 1 Oracle DB Configuration

Default Database Account Passwords 1 Oracle DB Configuration

Default Database Accounts Locked and Expired 10 Oracle DB Configuration

Default Temporary Tablespace 1 Oracle DB Configuration

FROM_TZ Buffer Overflow 1 Oracle DB Buffer Overflow

Init.ora - AUDIT_TRAIL 1 Oracle DB Configuration

Init.ora - DBLINK_ENCRYPT_LOGIN 1 Oracle DB Configuration

Init.ora - O7_DICTIONARY_ACCESSABILITY 1 Oracle DB Configuration

Init.ora - OS_ROLES 1 Oracle DB Configuration

Init.ora - REMOTE_OS_AUTHENT 1 Oracle DB Configuration

Init.ora - REMOTE_OS_ROLES 1 Oracle DB Configuration

Init.ora - UTL_FILE_DIR 1 Oracle DB Configuration
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OK (49)

iSQL*Plus Buffer Overflow 1 Oracle DB Configuration

NUMTODSINTERVAL Buffer Overflow 1 Oracle DB Buffer Overflow

NUMTOYMINTERVAL Buffer Overflow 1 Oracle DB Buffer Overflow

Oracle Authentication Buffer Overflow 1 Oracle DB Buffer Overflow

Oracle Enterprise Manager SNMP Denial of Service 1 Oracle DB Input Validation

Oracle Supported Version 1 Oracle DB Configuration

Oracle XSQL Servlet Vulnerability 1 Oracle DB Input Validation

System Tablespace - Temporary Tablespace for Account 1 Oracle DB Configuration

TIME_ZONE Buffer Overflow 1 Oracle DB Buffer Overflow

TO_TIMESTAMP_TZ Buffer Overflow 1 Oracle DB Configuration

TZ_OFFSET Buffer Overflow 1 Oracle DB Configuration
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