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=  Payment Card Industry Overview
- What is PCI?
- Data Security Standard (DSS)

= Oracle Applications and Credit Cards
- What is stored where
- Credit Card Encryption Patch

= QOracle Applications and PClI Compliance

Presentation is based on Integrigy whitepaper available at
http://www.integrigy.com
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About Integrigy

" Integrigy is only firm that is dedicated to Oracle
Applications security

= Oracle Applications security assessments

= AppSentry C only security auditing tool available
for Oracle Applications

" Integrigy assists companies and assessors in
identifying and remediating PCl compliance
issues in Oracle Applications

Disclaimer: Integrigy is not a PCI Qualified Security Assessor (QSA) nor
Approved Scanning Vendor (ASV)
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Payment Card Industry

= PCI Security Standards Council is a single
organization that consolidated the multiple
credit card security programs
— American Express, Discover, JCB, MasterCard, Visa
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PCI Data Security Standard 1.1

= Aset of 12 stringent security requirements for
networks, network devices, servers, and
applications

= Specific requirements in terms of security
configuration and policies and all the
requirements are mandatory

" Focused on securing credit card data

= Significant emphasis on general IT security and
controls
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PCI DSS

PCI Security Standards Council

(American Express, Discover, JCB, MasterCard, and Visa)

PCl Data Security Standard 1.1

Audit Scanning Self-Assessment
Procedures Requirements Questionnaire

American
Express

MasterCard
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PCl Compliance

= Compliance is dependent on card brand,
merchant type (ecommerce), and transactions

- On-site assessment
— Quarterly external scans
- Self-assessment questionnaire

— Depending on card brand, may be required to submit
documentation

" In case of a data breach, compliance is assessed
by team of forensic auditors

— Audit result determines liability
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Oracle Applications and Credit Cards

= Storage of credit card data is by module
= Card number stored un-encrypted

= Masking of card numbers controlled by
module specific profile options

= Default installation is NOT PCl compliant

= iPayment is payment gateway
— Oracle Payments in R12

v v
INTEGRIGY



Oracle Applications and Credit Cards
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Credit Card Encryption Patch

= Metalink Note ID 338756.1, Patch 4607647

— Consolidates card numbers into
IBY SECURITY SEGMENTS table

— Encrypts card numbers in IBY _SECURITY SEGMENTS
— Uniform masking of card numbers
- Significant functional pre-requisites (11.5.10.2)

" Oracle Student System (IGS)
— Available in 11i.1GS.M Rollup 1

" No encryption for Oracle Internet Expenses
— Available in R12
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Credit Card Encryption Patch
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PCl and Oracle Applications

All Oracle Applications implementations
that "store, process, or transmit
cardholder data" must comply with the

Data Security Standard 1.1 regardless of
Size or transaction volume.
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PCl Scope and Oracle Applications
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PCl Requirements

# Requirement Network Server  Database Oracle 11i Policy
1 | Use Firewall to protect data v v
2 | Do not use vendor-supplied defaults v v v v v
3 | Protect stored cardholder data v v v v
4 | Encrypt across open, public networks v

5 | Use Anti-virus software v v
6 | Develop and maintain secure applications v v v v v
7 | Restrict access to cardholder data v v v v
8 | Assigned unique IDs for access v v v v
9 | Restrict physical access to data v v v
10 | Track and monitor access v v v v v
11 Regularly test security v v v v v
12 | Maintain information security policy v
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#2 - Do not use vendor-supplied defaults

" Change all default database passwords and
seeded application account passwords

0 Imgle,ment all recommenda}tigns in Oracle
aSultAy]l] b20S L5 My ®c
SecuringOracleE-. dza Ay Saa { dzA (

= All administrator network traffic must be
encrypted, consequently, all network traffic
must be encrypted

— SSL, SSH, SQL*Net encryption
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#3 - Protect stored cardholder data

= Must apply Credit Card Encryption Patch
(4607647)

— Review all masking profile options to determine if
functionally appropriate and PCI compliant

- Key management policies and procedures are critical

= Storing of card data in logs is a major issue

— 1Payment is tricky to configure, so debugging and/or
logging often is enabled

- Look at other log files such as Apache and OAF

= Review existing data archiving and purging
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#6 - Develop and maintain secure apps

* Oracle Critical Patch Updates (CPU) should be
applied within 30 days!
G9yadzaNE GKFG FEf aeaasy
have the latest vendesupplied security patches

installed. Install relevant security patches within one
Y2YUK 2F NXf SI &as o¢

= All sensitive data must be scrambled or removed
during cloning, including encrypted and hashed
data
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#8 - Assignhed unique IDs for access

= No generic accounts or all usage must be tied to an
individual
- How to handle APPS, ORACLE, APPLMGR?
- No generic accounts for concurrent manager
- No APPS_READ accounts

= Strong password controls must be implemented for
database and application

- Length => 7, hard to guess, expire every 90 days, no reuse > 450
days, failure limit <=6

- Need to use database profiles to enforce database passwords

= Session time-out = 15 minutes
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#10 - Track and monitor access

= PCI has strong focus on logging, auditing, and
monitoring

- Need to have logs and audit trails to forensically
determine what happened in case of an incident

— Daily review of critical logs required

= Auditing and logging is problematic for Oracle
Applications due to the design and complexity

- Use of the privileged accounts (APPS, etc.)

— DBA can manipulate the audit trail

- High volume of audit data with limited value
- Many key audit fields can be spoofed
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#11 - Regularly test security

= Oracle Applications penetration tests should
be performed annually, especially for
Internet-facing modules

=G5S 28 FALS AYUISIANRC
— With 750,000+ files and configuration files in
multiple locations, deploying file integrity
monitoring can be challenging
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Oracle Apps and Quarterly Scanning

= External Oracle Applications protected by
reverse proxy, so C

- Scanning IP address might not include Oracle
Applications in the scan

— Should provide URL to the scanning vendor
— Apache version may register false positives
* Oracle HTTP Server is really Apache 1.3.19 with patches

- Very few, if any, checks for Oracle Applications are

Included In the scanning
+ Many scanning vendors use Nessus-based scanners
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Questions?
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Integrigy Contact Information

Stephen Kost E-mail: skost@integrigy.com
Chief Technology Officer Phone: 312-961-0215
Integrigy Corporation

Website: www.integrigy.com
Integrigy Corporation

P.O. Box 81545 Sales: sales@integrigy.com
Chicago, lllinois 60681 Development: development@integrigy.com
888/542-4802 Support: support@integrigy.com

Security Alerts: alerts@integrigy.com

Copyright © 2007 Integrigy Corporation. All rights reserved.
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