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Agenda

Á Payment Card Industry Overview
ҍ What is PCI?
ҍ Data Security Standard (DSS)

Á Oracle Applications and Credit Cards
ҍ What is stored where
ҍ Credit Card Encryption Patch

Á Oracle Applications and PCI Compliance

Presentation is based on Integrigy whitepaper available at 
http://www.integrigy.com



About Integrigy

ÁIntegrigy is only firm that is dedicated to Oracle 
Applications security

ÁOracle Applications security assessments

ÁAppSentry ςonly security auditing tool available 
for Oracle Applications

ÁIntegrigy assists companies and assessors in 
identifying and remediating PCI compliance 
issues in Oracle Applications

Disclaimer: Integrigy is not a PCI Qualified Security Assessor (QSA) nor 
Approved Scanning Vendor (ASV)



Payment Card Industry

ÁPCI Security Standards Council is a single 
organization that consolidated the multiple 
credit card security programs
ҍAmerican Express, Discover, JCB, MasterCard, Visa
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PCI Data Security Standard 1.1

ÁA set of 12 stringent security requirements for 
networks, network devices, servers, and 
applications

ÁSpecific requirements in terms of security 
configuration and policies and all the 
requirements are mandatory

ÁFocused on securing credit card data

ÁSignificant emphasis on general IT security and 
controls



PCI DSS

PCI Security Standards Council
(American Express, Discover, JCB, MasterCard, and Visa)
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PCI Compliance

ÁCompliance is dependent on card brand, 
merchant type (ecommerce), and transactions
ҍOn-site assessment

ҍQuarterly external scans

ҍSelf-assessment questionnaire

ҍDepending on card brand, may be required to submit 
documentation

ÁIn case of a data breach, compliance is assessed 
by team of forensic auditors
ҍAudit result determines liability



Oracle Applications and Credit Cards

ÁStorage of credit card data is by module

ÁCard number stored un-encrypted

ÁMasking of card numbers controlled by 
module specific profile options

ÁDefault installation is NOT PCI compliant

ÁiPayment is payment gateway

ҍOracle Payments in R12



Oracle Applications and Credit Cards
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