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Check in on the
COLLABORATE mobile app
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Objectives

Provide an overview and security risks of
the OBIEE 11g technology stack

Discuss security implications of each layer
of the technology stack

Detail the security of the OBIEE application
from authentication through to privileges
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Agenda

Security
WebLogic Questions

s

OBIEE Oracle EBS
Authentication




Michael Miller
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20+ year Oracle technology veteran
= 17 years Oracle E-Business Suite
= Held roles of consultant, Director, VP and CSO
Certified Information Systems Security Professional (CISSP)

Information Systems Security Management Professional -
(ISSMP)

Cloud Security Alliance Certificate of Cloud Security
Knowledge (CCSK)

ITIL v3 Foundations certified
Oracle Corporation Customer Advisory Board for Security
= 2004 - 2007

FBI Infragard - active member of private sector
partnership with FBI



About Integrigy

ERP Applications

Oracle E-Business Suite

Products

AppSentry

ERP Application and Database
Security Auditing Tool

AppDefend

Enterprise Application Firewall
for the Oracle E-Business Suite

Verify
Validates Security
Security
Ensure
Compliance
Protects
Oracle EBS Build
Security

You

v 4 Databases
: INTEGRIGY : Oracle and Microsoft SQL Server

Services

Security Assessments
ERP, Database, Sensitive Data, Pen Testing

Compliance Assistance
SOX, PCl, HIPAA

Security Design Services
Auditing, Encryption, DMZ




OBIEE Security Examined
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Data Sources
(e.g. warehouse)

Size of box proportionate to component’s impact on security
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WebLogic Security

OBIEE runs inside of WebLogic
= Authentication
= Key authorization steps
= Java and Web services

Secure WebLogic to Secure OBIEE
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Keep Current with WebLogic Patches
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10.3.5
= Released May 2011
= Grace period ended August 2013
10.3.6
= February 2012
= Grace period ends December 2021
= Terminal patch set for 11g




WebLogic File system

= Protect the file system
= Do not run WebLogic as root

nstances
\Instances

Bl Oracle Home
Fusion \OracleBlI_1

Middleware

Home WebLogic
\wlserver_10.3

ustom Domain
\user_projects

RPD files, security ACLs,
logs and config. files

Binaries for OBIEE
components

WebLogic binaries
and WLST scripts

Bl Domain Server
configs, WLST scripts
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Public Facing?
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Web Application Firewall
WebLogic 10.3.6
Java 1.6 vs. 1.7
WebLogic Configurations
= Robots.txt
= Powered By
= Services exposed




Metadata Repository
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Metadata repository database required for each Fusion
Middleware product

= Oracle is recommended but not required
= ‘Repository Creation Utility’ used to create

OBIEE metadata schemas
= BIPLATFORM
= MDS

Security of metadata repository database is critical
= All standard security best practices apply
= Do not manually edit or allow access



Security Realms
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OBIEE 11g uses WebLogic for centralized common services
= Common security model included

= Significant change from OBIEE 10g

WebLogic common security defined through security realms.
Realms define:

= Users
= Groups
= Security roles and policies

Key decision

= Use default security realm or custom for OBIEE




Oracle Platform Security Services (OPSS)
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Transcends ALL Fusion Middleware Products

/ 4 ) f External
OPSS | Loap
. |dentity Store Internal LDAP
WebLogic ~ )|\ :
r . ) r t _
Server Policy Store J.S;/;nzr:t.xml
[ Credential ]
\ \ Store j cwallet.sso /

[ OBIEE ]




WebLogic Scripting Tools (WLST)*

Command line scripting
tool to manage WeblLogic

= Jython based
On and offline modes
— Both are powerful

Access remotely or
console

WebLogic Security
Framework used to
enforce same rules as
user interface

* DBAs use SQL, WebLogic Admins use WLST

#C14LV

Connect using
administration port

Use appropriate WebLogic
accounts for WLST scripting

Do not hardcode credentials

Do not expose encrypted
attributes

= E.g. listCred()



WebLogic Auditing

Prebuilt compliance
reporting features

Flexible and extensive
= Specific criteria
= Severity levels

Authentication
history/failures

Authorization history

Common audit record
format

Write audit data to:
= Database

= File

Use audit data in
= Bl Publisher

= Splunk, ArcSight etc....
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Applications Roles
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Enterprise .
4 P A 4 WebLogic A
Manager
) 4
Application LDAP LDAP
Roles Group Users
J G
- / - /

4 O;IEE ) {ExternalJ

LDAP
Permissions
& Grants

- J




Application Roles
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= Transcend ALL Fusion
Bl Administrator
Products [ (Doanyjhijg;’ J
* Defined in Enterprise
Manager 31 Author J
(Create analysis)

=Map to LDAP groups
= External or internal _[ BI Consumer J

(Views reports)

= Key Decision:

= Use default or custom
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Where Are We?

4. Dashboard
level security

applied to
User . application roles
Attempts Repository J
to login
1. WebLogic 3. Data level security
. applied through
authenticares e application roflge
sIng spectic Are mpaIO ings within
authenticator \_Here bping
i - RPD
in security
realm
FMW maps
AUthenticatoq authenticator
determines >
group J groups to
application
2. WebLogic roles
determines

user groups via
authenticator

>

\_

fManaged

LPriviIeges

5. Object level security
applied to application
roles (not groups)

-z

End user
views reports
with all
security rules

applied
J
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Oracle Business Intelligence Enterprise Edition

Report
or
Dashboard

Presentation

Layer
(Subject Areas)

Business
Model

Mapping :
(Logical Phy5|cal

Tables) & Tables &
Columns

Repository (RPD file)

I
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OBIEE Repositories

OBIEE Solutions are built using Repositories
= Single file (“RPD") defines EVERTHING
= Security included

{=] Oracle BI Administrz

Fle Edit Yiew Manage Tools Diram Window Help

R EE L EE DR LS T

[ Base Facts

Subject
areas

8 D20ffices

{E D3 Orders (Facts Attrbutes)
[ FO Revenue Base Measures
[ F1 Targets Base Measures

Logical
tables

=z | Sample App Lite Data
-(8y SampleApp_Lite Yl
~Id) DO Time Dimension Tables
-3 DI Time Day Grain

24 D02 Time Month Grain
249 D10 Froduct
249 D20 Offices

Presentation Business Model and Mapping Physical
Sample Sales Lte = @ SampleApp Lite
= @) Sample Targets Lite -8 HO Time

E Tme -8 H1 Products

[ More Time Objects -8 H2 Offices

[ Products 8 H30rders

EH Offices 5 D0 Time

[ More Office Objects {E D1 Products

Fl Fact Tables

£ F11 Revenue Facts Aggregate
29 F20 Targets Facts

FE SAMP_OFFICES_D
- SAMP_PRODUCTS_D
- SAMP_REVENUE_A
- SAMP_REVENUEF
- [ SAMP_TARGETS_F
- SAMP_TIME_DAY_D
- SAMP_TIME_MTH_D
=~ System DB (Update me)
P-Besc

w3 test?

Physical
tables

£ F10 Revenus Facts (Ordar grain)

Samp_Lite Source Tables =============ss===s=====

Database: "Sample App Lite Data"

[ m|

Windows based
Bl Admin Tool
used to create
and maintain
RPD files
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RPD Security

Need to Secure RPD files
= Data source connection passwords
= Security rules and filters
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Password to open
= Production vs Non-production
= Password needed to deploy within Enterprise Manager

Encrypted
= Password used to encrypt
= Can export and save as XML files




OBIEE Security
Catalog . \9/ @0/
(Dashboards, KPIs, Reports, JIRSaI s i

Groups and Folders) report

ACCe oNntro o0 ; :
Initialization )

Presentation Layer
~ Permissions

Business i
VoY [\M Filters.

Mappings Variables Set.@,
HOWSIEIL Filters Js==st - ----------------------- .

Tables & Columns
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Three LEVEIS Of OBIEE Secu rity (Authorization)

Data-level Data filters to eliminate rows from result sets
security Set in RPD file

Permissions on specific objects such as subject
Object-level areas, presentation or physical tables and
security columns

Set in RPD file

Presentation Catalog
security

What reports and dashboards are available to
specific users, application roles and LDAP groups
Set in catalog
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Data Level Security
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Deny or allow access to physical or logical table, row
or column

= Apply to users or roles
= Use filters restrict
= Use variables to define filters

Two types of variables are used
= Repository - Static or dynamic, same for all users
= Session - initialized when user logs in




Data Level Security

Initialization block

= Set variables (repository
& session) when a user
connects
Varitle Manager

Action Edit Help

Variable Manager

25 Repository

@ Intiafization Blocks
- {7 Varzbles

: ["Q; Dynamic
S]] St

£ B Session

o @ Intiaization Blocks
=% Varizbles
E[@g System
U Sy
13} NonSystem

Two types of session
variables

= System: reserved names
e.g. USER

= Non-system: defined by
author of RPD e.g.
EBS_RESP_ID

Name

S ResPD
(% EBS_RESP_APPL ID
(% EBS_SEC_GROLP_ID
(% EBS_RESP_NAME
(% EBS_USER 1D

(% EBS_EMPLOYEE D
(% ser

Desci... | Default Intii... | Intialization Block
ebs_connect
gbs_connect

gbs_connect

ehs_connect
ghs_connect

Variable: "ebs_connect"."EBS_RESP_ID": Session Non-System
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Data Level Security

3
<
F
o
H

Be careful of caching with session variables and VPD
= DBMS_SESSION.SET_IDENTIFIER

Session Variable Connection
Sezzion Variable - favorite_color [ =Ne= g rDatabase Vi chusiness E‘M1

Display Folders I Database Properties I
General I Features | Connection Pools

Mame: I favorite_color

B i cbosress
» e value Mame iz121-ebusine
< ............................................ Data source definition
—— Database type: IDrade 1

1g =l
e T
[~ CRM metadata tables ™ wvirtual Private Database

Iset user_filter j Mew,.. _ _ N >4
- = ~Persist connection pool -

Default Initializer: | not assigned set.. |  clea |

[ allow populate gueries by default
[ allow direct datsbase requests by default

j Description:

=

Description

=]
j oK I Cancel | Help |

(04 Cancel | Help |




Data Level Security
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Filters defined for Application Roles
= |dentity manager -> select user or role -> click on permissions

|dentity Manager
rIl::l»Er'ltitj,r Manager . . = | =] Ig

EE-E |dentity Management MName | Type | Description |
@ Bl Repository L4l BIAdministrator Application Role
=% Adaptors &5 Brauthor Application Role
""" .-FE Directory 5'3""’3"_5 @BICnnsumer Application Role
-2 Custom Authenticators @EISystem Application Role

Application Role : "BIConsumer” r




Data Level Security
 Userpplcation Rl emissions - Butor BEE™")

Object Pwim@w Limts | ) /\

Expression Builder - Security Filter _ 3] x|
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Category:
Logical Tables N

) Operators "people_and_users”."FND_USER","CREATED_BY" = VALUECF{NQ_SESSION."USER")
Expressions

Functions
\/ Constants

Types
Session Variables j
Logical Tables:

FMND_UISER.

PER_ALL_PEOPLE_F

5 i Presentation "Sample Targets L. Products”"Bran JaEhicall "SampleApp Lte" "D1 Products” "Product Numbe
¢ Click herato add an objact and set fter | 5 g

o | e | o L

EI\ICR‘FPTEIS_FOUNDM'ION_P.&SSWORJ
ENCRYPTED_USER_PASSWORD

Example | RO e A A

Fi |te r fo r O ra C | e E- B u S i n e S S |"PIE-OP?ZZ::rjs;er;"."FND_USER"."CREATED_BY" = = | = |A

Suite Set RESPONSIBILITY_ID =
200 to see only hourly
employees




Object Level Security

f

SP—

User/Application Rale Permissions - BlAuthor

Ohject Permissions

Data fitters can be set here on logical and presentation layer objects. Applying fiter on a logical i
the object. Fiters set on presentation objects wil be applied in addtion to the ones applied on the underying o

Subject Area: ISampIeﬂop Lte j Tdfts) P & ‘ 2

impact all subject areas which use

Type Layer Name Status

¢ Clck here o add an object and set iter |

5 i Presentation "Sample Targets L. Froducts”."Bren RNV *Samplefop Lte' "1 Products”."Prodlict Numbe

F

Permissions - Brand

[V Show all users/application roles

| User/Application Role Read | Read/Writ| No Access| Default | 4!
Auherticated User ® 0 o _
’T 5 BiAdmiristretor & & o W
5 BiAuthor 0 0 o L
43 BlConsumer 0 { 0 @
3 Bicystem 0 0 & ®
=]

K | Cacd |

Help

}
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Object Level Security

File Edit View Manage Tools Diagam Window Help

I e R E TR LR T TR

I Presentation

Business Model and Mapping

{3 Sample Sales Lie

- Sample Targets Lte
- Time

T More Time Objects
3 Products

EH Offices

More Office Objects
[ Base Facts

&3 Samplefpp Lite
B HO Time

[ D2 Offices

D3 Orders (Facts Attributes)
FO Revenue Base Measures

3 F1 Targets Base Measures

|i'j':"

ple App Lite Data
SampleApp_Lite_Xri

[

DO Time Dimension Tables
4 D01 Time Day Grain

23 D02 Time Morth Grain

23 D10 Product

D20 Offices

S| FO Fact Tables

£5 F10 Revenue Facts (Order grain)
29 F11 Revenue Facts Aggregate
F20 Targets Facts

Samp_ Lite Source Tables =

R SAMP_TIME_MTH_D
-~ @ System DB (Update me)

Database : "Sample App Lite Data”

.

[ Nom[

.

By Application

Role

Permissions for
Application Roles
by Subject Area

-
Permissions - BN

[¥ Show all users/applicatioMgles

Read/Writ

Autherticated User N

: BlAdministrator

¢ BlAuthor

: BlConsumer

¢ BlSystem

ODOO@!E

SO
ODOOOE

0K I Cancel

Ll

Help J/
)
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OBIEE Web Catalog
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Catalog

(Dashboards, KPls, Reports, Reports only see
Groups and Folders) Subject Areas

Access Control Lists within Presentation
Layer

Reports defined
within Catalog

N

[ Filters Catalog ACLs
determine who can

see what report

B \
Filters

N |




OBIEE Web Catalog

Permissions for reports and folders
= By Role or User
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— B
Location:  fShared Folders/Components/Integrgy FND User Pwd Report

Cwner:  weblogic

Permissions % By 4 v 32
Accounts Permission Cwner
W intearigy_test_1 Full Control »  Ful Contral ®
(& BI Administrator Role Full Contral + Full Control ®
@ BI Consumer Fole Mo Access * Mo Access ®

['] apply permissions to sub-folders,
['] Apply permissions to items within folder,




Presentation Catalog Security

Access Control List (ACL)
defined for each object Windows Catalog Client

. * . E Oracle Business Intelligence Catalog Manager - http//db64.integrigy.com:9704/analytics/saw.dll - Logged in asweblogic
= Stored in *.ATR files

$ED e

Works only at the subject |“=... il = =

(2] Shared Folders {system/privs

a re a I eve I Of RI D ‘- System Folders Name Type Owner My Permis...  Attributes Date C *
bookmarks B
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g briefingbooksnapshots [ ActionPrivs Folder System Ac...  Read,Trav.., Sep16

° ° 7 contentlists (1 AdminSystemPrivs Folder System Ac...  Read,Trav... Sep 16

B I P u b I I S h e r I S a s e a ra te 7 devices [ AlertsSystemPrivs Folder System Ac...  Read,Trav... Sep 16

] disconnected (] BriefingBookPrivs Folder System Ac...  Read,Trav... Sep 16
] metadata (] catalog Folder System Ac...  Read,Trav.. Hidden, Sy.. Dec6, c

c a t a I og 2] mktgeache () catalogsystemprivs Folder System Ac...  Read,Trav.., Sepl6

2] mktgdefaults [ ConditionPrivs Folder System Ac...  Read, Trav... Sep16

b [23 privs| (2] DashboardSystemPrivs Folder System Ac...  Read,Trav... Sep 16

: : ° muds (] FormatSystemPrivs Folder System Ac...  Read,Trav.., Sep 16

ca ta Og o p e r m I s s I o n s ° £ sacunty (] generalprivs Folder System Ac...  Read,Trav.., Sep16
£ slices (21 home Folder System Ac...  Read,Trav.., Seplé

[ spatialmetadata (] MarketingSystemExportFormat... Folder System Ac...  Read,Trav.., Sepl6

n D a S h b O a rd S 7 User Folders (] MarketingSystemSegmentatio... Folder System Ac...  Read,Trav.., Sepl6

(21 MyAccountPrivs Folder System Ac...  Read,Trav... Sep16

(] ProxyPrivs Folder System Ac...  Read,Trav... Sep 16

[ RssPrivs Folder System Ac...  Read,Trav... Sep 16

| | Re p O rtS (] SA."AtomicStar" Folder System Ac...  Read,Trav... Sep 16

(] SA."AutoSnowflakeSales" Folder System Ac...  Read,Trav... Sep 16

(] SA."CacheSecurityTesting" Folder System Ac...  Read,Trav... Sep 16

u K P I S (] SA."DimSnowflakeSales" Folder System Ac...  Read,Trav... Sep 16

(] SA."FilteredMetricsTesting" Folder System Ac...  Read,Trav... Sep 16

(2] SA"Foodmart’ Folder System Ac...  Read,Trav.., Sep 16

(] SA.'Tnterop” Folder System Ac...  Read,Trav.., Sep16

| | G rO u p S Of fo | d e rS (] SA."OpaqueFoodmart’ Folder System Ac...  Read,Trav.., Sep16

(2] 5A."OpaquePNGDemo" Folder System Ac...  Read,Trav.., Sepl6

[ SA."people_and_users" Folder System Ac...  Read,Trav.., Jan 24,

[ 5A."pepole_and_users” Folder System Ac..  Read,Trav.., Jan24, .
| m ] 3




Presentation Catalog Reports
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Catalog reports are
critical feature

Export to Excel for

analysis and reporting Select ACL and columns to repor@vtgw
[=] Create Catalog Report —

Select type to report on [Securi.ty ACL v] Distinct

Available Columns Columns in Report

E]E]
===
RG2

5
§
=
i 2
Y=
L&

Ermission
Must MOT Hawve Privilege
Mame

Chwiner

Path

Privilege

Signature

Tag

| ok || cancel




Presentation Catalog Security

Administration Rights also set with ACLs

= Security ACL is very important
ORACLE" Business Intelligence
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Manage Privileges

This page allows you to view and administer privileqes assaciated with various components of Orade Business Inteligence.

Access to Dashboards BI Consumer Role
Access to Answers BI Author Role
Arcess to BI Composer BI Author Rale
Access to Delivers BI Author Role
Arcess to Briefing Books Bl Consumer Role
Access to Mobile BI Consumer Role
Access to Administration BI Administrator Role, BI Consumer Role
Access Access to Segments Bl Consumer Role
Arcess to Seqment Trees BI Authar Rale
Access to List Formats BI Author Role
Arcess to Metadata Dictionary BI Author Role
Acress to Oracle BI for Microsoft Office BI Consumer Rale FO r exa m p | e :
Access to Oracle BI Client Installer BI Consumer Role
Arcess to KPI Builder BI Author Role W h O Ca n I S S u e
Access to Scorecard BI Consumer Role .
Create Navigate Actions BI Consumer Role S Q L d I re Ct
Actions Create Invoke Actions BI Author Role
Save Actions containing embedded HTML BI Administrator Role
Admin: Catalog Change PPtrmissions Bl Auihlolr Role
Toagle Maintenance Mode BI Adminis
Manage Sessions ministrator Role
Manage Dashboards BI Author Role
See sessions IDs BI Administrator Rale
Issue SQL Directly Authenticated User, BI Administrator Role, BI Author Role, BI Consumer Role, BT System Role
View System Information BI Administrator Role, BI Author Role
Performance Manitor BI Administrator Rale
Admin: General Manage Agent Sessions BI Administrator Role
Manage Device Types BI Administrator Raole

Manage Map Data BI Administrator Rale



OBIEE Security Changes with 11g
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Users and groups no longer defined in RPD
= Defined now in WebLogic & OEM

Security policies mapped to Application Roles not
groups
= Roles transcend ALL Fusion Applications

No more Administration user
= Any number of users have Admin privileges



Agenda
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Security
Questions




OBIEE Security and Discussion Questions

Permission reports
Usage Tracking

Key Accounts

Act As/Impersonation
Direct SQL Access

GO URL

Configuration migrations
Writeback

Time limits

VPD support

Source code control
Logging and log levels
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Key Accounts

Account

Security Issue

OS owner of WebLogic

Try not use to ‘weblogic’ or to use welcome? for a
password

OS user that runs
WebLogic

Do not use root or a privileged user. Do not
hardcode this user’s credentials in
startup/shutdown scripts

WebLogic
administration user(s)

End-user(s) with full Administration rights to
WebLogic

Bl Admin User

Seeded end-user with full Administration rights to
OBIEE

Bl System User

Seeded account used for service-to-service
authentication. Not intended to be used by users.
Do not change password without following the
specific Oracle support instructions.

OracleSystemUser

Seeded account created during installation. User
name can be change later but need to follow
instructions

#C14LV



Ask Questions About ...

Write-backs

Connection pools can be flagged to allow
users to update the database

Who can and to what?

Can they also issue Direct SQL?

Security configurations &
migrations

How are OPSS (policies and credentials)
migrated from non-production to
production?

GUI or WLST?

Source code control

Are RPD files under source code control?
Are XML exports being used?
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Ask For RPD Permission Reports

#C14LV

NEE

File Edit View Manage Tools Diagram Window Help

Dééw@BE4EE D[RR TBAA 3B

Presntaton Business Model and Maping Physicel I— x|
- () a_new_subject_area E--@ people_and_users =} ﬂ vis121
=8 @ people_and_users @ FND_USER a Connection Pool Savein: I @ SharedFolderWith_VM (\wboxsrv) (E:) j a 13 = '
T mD_USER [ PER ALL_PEOPLE F - &, APPLSYS =
E& HR MName & I'I Date modified I‘I Type
. @ pepole_and_users | PER_ALL_PEOPLE F v . RPD Export 1/27/2014 12:57 PM  File folder
Recent Plar == u log__Farm_bifoundation_domain_oracle_ias_... 1/21/2014 8:37 PM CSV File
,_'l
Desk op
L sraries
A
A
Computer
'
A
Network
4| | i
File name: I\ j Save
5 g Cancel
Presentation Tabl :"people fhd_users”."PER_ALL_PEOPLE F' WMy aveasype:  |Comma Separated Values ("csv) =
Encoding UTF-2 LI
d
'
Type | Hame | Description J
Subject Area i "people_and_users” I
User/Application Role |  Read | ReadMWirite | No Access | Description J ° °
T = B s 7 Note: Permission reports
L]

do NOT include BMM or
Physical filters and limits

Save As... I




Use OBIEE Usage Tracking
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Oracle provides sample RPD
= Manually copy components into your RPD

Reports on changes to
= Enterprise manager configuration changes
= RPD changes
= Who ran what report when

Recommend redirect to log files
= Set STORAGE_DIRECTORY in NQSConfig.ini
= Pass to centralized logging (e.g. Spunk, ArcSight, etc...)
= Part of holistic log and audit solution




Direct SQL Access
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ORACLE" Business Intelligence

Issue SOL

Enter a SQL statement to issue directly against the Oradle BI Server. This page is for testing the Oradle BI Server only,

update hr.per_pay_proposals ppa

set ppa.proposed salary_n = 1000000
where exists (select 1 Use only for debug
from per_assignments_x pax, per_peaple_x ppx Only objects in RPD

...................... : can be queried

and ppx.full_name = Fred Flintsone’) Security ACL grants
Direct SQL rights

!

Issue SGL | Oracle BI Server Logging Level | Default ¥ | W) Use Orade BI Presentation Services Cache



Direct SQL Access

ORACLE Business Intelligence

#C14LV

Issue SOQL
Erter a SQL statement toissue directy against te Orede BI Server This page is for testing the Orade BI S=rver only. R2suts are returned with o

select encryoted_user_password from people_and_users

Example of exposing
Oracle E-Business
Suite Passwords from
APPLSYS.FND_USER

A

Issue SOL | Orade BI Server Logging Level | Default ¥ | 9 Lge Orzde BI Presentation Services Cache

"FND_USER"."ENCRYPTED_USER_PASSWORD"
warchar

DUMMY

INTERMNAL LSER-MNILOGIN

INVALID

ZGO02AFD 7B 2E33E9 1560E 593276 5E30AEBCEACES SCF 573925 1533 TEB3F400ED 1 lBEDEDS-'!-:GFBIJASTBED 35AZ68TIEZ 2C0593C
ZG005BBC FE455E9A91FCE 2D0FA 1AOCB 2C6AF 507D C 7ASCY 18B81 15BFDACE 11D 3DETDEAFDD 7416 1033444362458 C D 3FACAC
ZGO03DF 2F427803191 26 5CICEC3DCABNEE LA TDESC AS0AT35AS4FFSE 53 IFE2EFCAC 528 FF FLOFOCESD 2D 4B ASFA0ATF 136FDD32
ZGO0GF2AT20A1099E0FEED 354306 50CZE 16 SDDEFOTE 7 SEDQ48 297004884283 20 2C 14083AD 26A 434986 160 04ESED S (E4LDLFET
ZGO0BDC208F3C 17144CC0ATOD 2453 1C9 DA 1DEC 169CADSBFODE6 32E3ACESASES29F 2192576 762921233 F A30 19 3E54DFS4913
ZGO0C2AF053E79BBEC 427590 2420 9514B4AZEN2AA 2F 5 23E 2 3EAD A ABS 184 2544386006 SA0<ESF FAZOF 25F 703808 12D A4 346D A
ZG000STFGC 35EF 3555A JA57IEFE TO0MFGF 525445 L 3B2AFDCFABESSSDE48DF FESCF 1ESEE00CEEE 1:FF33E317DA42 TSACEIEST
ZGO0DCEF38A50 29E8193C934A 7 734CE5288CDD3B IE19AABS27B45 L0 F3F 22 5F 79=C 39D SF ASSEESE 33 1F 2F 96485 7 73 2029EE9A
ZG0104CFAB2EC 19TBTSFE TIE SFO45 30FA TRAFEDE3F TOEFSEEC TCEBC TEL 35FA5SEFE450 EBT3037F5EC iDS 30 7A1 1 TDES 3FCED
ZG01622A 16753 1DEOCE 2FAC 12DCES24DAN 13 19BF46 550=C5T7F 22117003 A0 3ED IFAFFOZESEA D 380F=0F 2578 CFDE 10ETT 37
Z£G015923969886C960EC 260 2C SFIDC TASC 24E30 208 2E 23 1098 C FEB4CF 1BCES5 7304 5A2026CF ADA 31D4F8C823A3BABS5B 2478
ZG01A211E112°F0ESAATFED 715356 9F26A860480 35 2BC 7= 1SFFCOFABD S S B4ED AAAS 2TAS4E 1634961 28856175 505C33BE234E 1C
ZG01BTC71C4BBES3133CFCIA 1672 1080F 7 2C6CF 7 IEEDB 311340538328 209608 19F60 370092 1F4B66 250 50EAFD 26 C740FBES 7
ZG01FFSEOATBAS 54002999496 5438 72 1IETDAZ 51 30AE8 FFOB3ECHCI 29C 23A9680C SADSDG 5FE 162 10 190CEAL 2ACADB 3B07AFS
ZG020807eCBEZ 3E0F2DAT7 LAFS 284CECA TG CDEAABOD B0 1DE9E2CE 1 IDFESF 16 1ECBED S 24E4AB3 72 2400<BF IBGTAC IEFC 40
ZG020EABS6DFIDFD 2103406 332 550F 7 34FCCB 2643 5C36990DAYBD5 YADOSC 3563 5 E508AA56CFAA 28B0 14DBFICABGSCIEGTA
ZG021134950D=ED603878F0 38068 2CFa5 1054 28F0ABSCFE41B 27 71 7oDBCAC SEFDEE 3AC 706D 28 AF A 26D S04CEE 34E=9 1D074F0
£G0223741E25DFAB437S8E23030 IC 06450 1173517782 25642CE53 2F 35 1€ 2A35FAC06RE 52503C5A 123DE9385336 140003 2209
26022449766 25A6F6CE3CEF 539E2D7C 2R FC0 19522 23ADA05A1CIBAS 36 5F6 77114 533EADFBE 3ABSBC FDY9A SEE 205430 20D 03
ZG022A6635DEE43D5C 3C 128 1235 5E0 240B4CAEOFO ZAESAEC A6 550CDCSCTRED 3 26E35 2AF=3C A 24353 580025E8 2F 3ECFFFF3
ZG0242C068 1678B0EFDEFFSEAD 123 208E4843C25FE 32D 50 5E 508 14B00D 3D S7E4E6 7040 1ACSCE 7 20F TATTE4C 02 20E9E 396 54 y




Go URL SQL Access

Go URL used to integrate Presentation Services with external
portals and applications

= Set variables, session attributes
Security concerns

= Must authenticate first

—Do you have a PUBLIC user?

= Bypasses certain parts of security

= Creates OHS (Apache) log entries

= Can Issue SQL
Two options to issue SQL:

= To data source(s) through RPD using saw.dlI?Go&SQL

= Directly against Oracle Bl Server using saw.dll?Go&IssueRawSQL
Syntax

http://<yourserver>.com:9704/analytics/saw.dll?Go&SQL=select
+thecolumn+from+subject_area
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Go URL & SQL Access

Examples:
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Authenticate

http://db64.integrigy.com:9704/analytics/saw.dl?GO&NQUser=
weblogic&NQPassword=Password]

Issue SQL
http://testobiee:9704/analytics/saw.dl?Go&SQL=select+person
+salary+from+hr_salary_info

http://db64.integrigy.com:9704/analytics/saw.dll?Go&SQL=selec
t+encrypted user _password+from+people_and_users

The FROM clause is the name of the
Subject Area to query


http://testobiee:9704/analytics/saw.dll?Go&SQL=select+person,salary+from+hr_salary_info
http://testobiee:9704/analytics/saw.dll?Go&SQL=select+person+salary+from+hr_salary_info
http://db64.integrigy.com:9704/analytics/saw.dll?Go&SQL=select+encrypted_user_password+from+people_and_users

Go URL SQL Access

http://db64.integrigy.com:9704/analytics/saw.dI?GO&NQUser=integrigy_
test_1&NQPassword=test1234&SQL=select+encrypted_user_password+f

rom+people_and_users
| Firefox - | B )

{ | Oracle BI Answers x | || Oracle BI Presentation Services Admi... = | - |

e & dbbd.integrigy.com:8704/analytics/saw.dlITGO
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This test user
CANNOT issue Direct

ENCRYPTED_USER_PASSWORD P

DUMMY -

INTERNAL USER-NOLOGIN /

INVALID

ZG002AFD B 2ER3ES 16806 59353 2FB5E30ABBCEAGES SCF 573928 1938 7EBSF400ED 11BEDSD3446FB0AGL FES035A 268 TA4EE2COE99C

ZG005SBBCTE4S5E9A9 1FOE2D0FA 1AODE 2C6AF 50 73DCD7ABCS 1868 118BFDADE 11D 3DETDEAFDD 7416 103344486 34 58C 2D 3FASAC

Z£G005DF2F427A03191265C5CoC3DCAS03E LATDE SCTo0AT30AS4FFOB531FE2EFCEC 38 7F 7DOFOCE S0 2D 4B A SFE0ATF IBoFDD 32

ZG003F2A 7204 1099E0 7BEN 38438 56CEE 1B 5DD6F07F 7/F 5E5048 297CA4684989 2C 2C 14088 AD 36A43486 56D64E0B085E410DFET

ZG00BDC208FIC17144CC0ATOD 245 1C95DA 1IDGC 1690ADEBF0DE632E 3ADEGASE429F 2192576 76C9212333FA30193E54DF94913

ZGO0CZATIS3ETIBEECA27090242C95 19B4ACED 2AA 2F 52ZB3E23EADAAGSS 184 26443860CA9A04ESF 7AESF 25F 03808 12DA43AEDA

Z£G00097FGCIIEF 3555A 1A 5790 F004-GF 525448 138 2AFDDFABEG 59DB43DF FEOCF 1ESES00CEEE 11EF53E3 17DA42 79ACEDESS

ZGO0DCEF38A9024E8 193C994AT784CE8 288C0DE 1E19AAB 52784510 79F 325F 79FC39DDSFABBEE 5633 1F 2F96488 77320 298E5A

ZG0104CFABZBC 1978 78FE 70E SF098 3DFA 78 AFBDE 3F 79EF38EC7CBBC 76D 35F66EBF&4503EE7 30 37F SEC 1D 307A 117DES3FCED

£G01622A167531D69CE2F4C 12DCE 5 24DA02319BE40559FC 577 22117908A03ED IFAFFS2EB8A 2D 380FESF 2576CFDB 170ET 737

Z£G018923989830C306EC 26D 2C5FSDCYARC24E90 208 2E 26 1DS8C FEB4CF 1IBCE5730A5A 20 26CFADAZ1D4FECE 23A5SBAB55652478

ZG01A211B112FFOESAATFED 718565F 26AB6D 450 36 2BCTE 19FFCOFABDI3B4EDAAASZTASIB 163A96 1288617950 5C33BE284E1C

ZG01B7D71C4B3E531B35FC0A16721080F72C60F 72EBDB3 113A0538335 209808 19700370099 1F4B662 50 50EAFD 26CT40FBEST

Z£G01FFSE0ATBAR 340D 299990 5A 3872 1E7DOE 541 30A687F08BECOC029C 28A9080C 5A00DG SFE16210190CEIAA 2ZACADB3BD76F5

ZG0208676CEBEENF DA T 1AFS 284CECAT26CDEAABNDSEO 1D9SE2C 26 11DFESF 1B 1E0BGD 5 24E4ABB7324D048F 286 TAC1E7C40

ZG020EABSEDF 1IDFD21034D633256DF 734FDCE 26FF 485C 389900 ASED 57AD0BC 356855508 AA S6CFAAZABD 14DBFICABESCCEETA

£G021134950DEEDGOBE7EF038D68 2CF05105428F0AB SCF3418 277 279DBCAS SEFDEB 3ACTO0D 2AAFA 280 S040EE 34EFS 1DOT4F0

ZG0223741E250F AB43738E230963C 564561173517 7322964 2CE98 2F 36 1624 35FACDGFE52508C8A 1C3DESE8 5336 1406D92C09

260224649766 25A6FGCE3CEF 535E20 7C2F 7C01952233ADA0S5A 1C0OBAB3B5F67711A 53BEADFEB 3ABSE0TD99AEE2DE4ED2CDD3

ZG022A26635DEE48D 5C3C 12E 1938 SED240B4CaE0F0 ZAESAECAN6 5 50CDCACTAE0326E 38 2AFFECH 24589 58002683 2F SECFFFFE

£G0242C063 1678B0BFDOFFSBAD123208E4843C 25FB 32D 595E590 148900 3D 57E4B6 70840 LACSC I729F TAT 784C0 2 2084E546 54

£G02487DESFB0F 531060469 129EBDCESSEF 36F4 /DFSFDEE 3E23E960E9F 2BFF 2AA TC5152EB8 FCB7ABGCO036FF 153FCACBASC3S

b Rows 1-25

SQL but still can
query with Go URL

Being able to see
passwords from
APPLSYS.FND_USER is
a BAD IDEA




Act-As and Impersonation

Impersonate Act-As
Full or read-only
Level of access Full access access, on a single

user

Users whose
identity can be
assumed by the
proxy user

Any and all users,
anytime

Defined list of users

Access method

Construct URL
manually

Standard functionality
of Ul

How to know if
being used

No indication given

Both proxy and Target
are shown in the Ul

Security risk

Credentials exposed
in plain text when URL
submitted

Little to none

#C14LV



Log Levels and Logs

Bl Component Log File
OPMN debug.log
OPMN opmn.log

Bl Server ngserver.log

Bl Server Query

nquer <n> lo
ﬁ> ata a cﬁ
timestamp for

S5T5I5: 213508

Contyolier

nqcluster.log

StRsduler

ngscheduler.log

Usage Tracking

Qs

resentation

sawlog*.log (for

|
ervices gg\?v'ITc])gOe log)
Bl JavaHost jh.log

Holistic logging solution
= WebLogic
= OBIEE
= Data sources
OBIEE Logging Level
= Setin Bl Admin Tool

— Users only, not possible
for roles

= LoglevelsOto7
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Time Restrictions for Roles and Users
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i N
Restrictions - testl EM

Midnight & AM Moon & PM Midnight
Sunday | i i P ob i bbb bbb bbb E b Allow
Monday | i o i b i bl E i bbb bbb
Tuesday | : G i i I T T T P Disallow
Wednesday | G5 i b A el el W R,
Thursday | @ G b G b G b i B bbb E Clear
Briday [ i f & ‘G f f 4 i i i b R BB i P
Saturday | i i i bbb b b b b hoE b b bbb
QK Cancel Help




VPD, Data Vault and Row Level Security

#C14LV

Is a connection with VPD or Data Vault being used?
= What are the rules?

Which is better VPD, Data Vault or OBIEE row level
security?

= VPD and Data Vault protect data at the data source
— Is OBIEE the only consumer or user?



Agenda

#C14LV

4 |
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Oracle EBS

Authentication




Oracle E-Business Suite Authentication
Access through E-Business not SSO
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Function built using SSW

User clicks on OracleQasis.jsp which
O oraceE @ menu function generates URL based on
Business Suite © System Profile Option
. " 'FND: Oracle Business
Login to EBS '
& Intelligence Suite EE base

( OBIEE J URL

Initialization Block calls EBS
EBS Session APP_SESSION.validate_icx_session
Cookie To populate system variables for:
(4) *resp_id
| *resp_appl_id
e security_group_id
*resp_name
e user_id
-employee_id
e user_name




AP LO#

Q&A

Agenda




OBIEE Security

Catalog User selects

(Dashboards, KPIs, Reports, ik (6]
Groups and Folders)

(5)
Variables

Presentation Layer Set
. Permissions I @ --------

Business
VIeYe [l Filters. Application

Mappings ﬁoles d@/
Physical W ? . A
Tables & Columns

Source Source

Login z " ;

m entication
-LDAP- @

(A E R EVEEED)

(Authorization)

>
=l
<
F
o
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Really Good References

OBIEE Security Examined, Integrigy, March 2014

= http://www.integrigy.com/security-resources/obiee-security-
examined

Oracle Business Intelligence Enterprise Edition (OBIEE)
Product Information Center (PIC) ID 1267009.1

“Oracle Fusion Middleware Security Overview, 11g Release
1(11.1.1)", Oracle Corporation, May 2009, E12889-01

“Oracle Fusion Middleware Securing a Production
Environment for Oracle WebLogic Server

11g Release 1 (10.3.4)", Oracle Corporation, January 2011,
E13705-04

“Oracle WebLogic Server WebLogic Scripting Tool10g
Release 3 (10.3)", Oracle Corporation, July 2008, E15051-
01
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http://www.integrigy.com/security-resources/obiee-security-examined

Contact Information
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