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OBIEE Security Examined
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Top 10 OBIEE Security Vulnerabilities

@ Patching Policies and
Procedures

Sensitive data not
protected

© Metadata database
security

Direct SQL access
allowed

© Key accounts not Write-Back enabled

secured
Go URL and SQL

O RPD security access

@O 060 © ©

© Weak overall security No Usage Tracking



Patch Levels

OBIEE 11.1.1.6.x end-of-life 2-April-2014

- Sustaining support

Recommend
- Upgrade to OBIEE 11.1.1.7.x



Metadata Database Security

- Metadata repository database required for each

Fusion Middleware product
OBIEE schemas: BIPLATFORM, MDS

- Recommendations
- All standard database security best practices apply
- Apply CPU patches
Do not manually edit or allow access
Do not use for Usage Tracking

FMW Reposi :
G Sl WebLogic



Key Accounts Not Secured

OS owner of WebLogic

Try not use to ‘weblogic’ or to use welcome
for a password

OS user that runs
WebLogic

Do not use root or a privileged user. Do not
hardcode this user’s credentials in
startup/shutdown scripts

WebLogic
administration user(s)

End-user(s) with full Administration rights to
WebLogic - only appropriate people should
have access

Bl Admin User

Seeded end-user with full Administration
rights to OBIEE

Bl System User

Seeded account notintended to be used by
users. Change password by following the
specific Oracle support instructions.

OracleSystemUser

Seeded account created during installation.
User name can be change later but need to
follow instructions




Act-As and Impersonation

Impersonate

Act-As

Level of access

Full access

Full or read-only access,
on a single user

Users whose
identity can be
assumed by the
proxy user

Any and all users,
anytime

Defined list of users

Access method

Construct URL
manually

Standard functionality
of Ul

How to know if
being used

No indication given

Both proxy and Target
are shown in the Ul

Security risk

Credentials exposed in
plain text when URL
submitted

Little to none




Key Account Recommendations

- Key accounts
Reconcile as part of full audit of OBIEE
Regularly rotate all passwords per Oracle Support
* Note 1365210.1
« Fusion Middleware Security Guide for Oracle Business
Intelligence Enterprise Edition 11g (E10543-08) - Appendix
C Troubleshooting Security in Oracle Business Intelligence

- Act-As and Impersonation
- OBIEE security assessment
Set and/or review policy for using
Use Act-As if at all possible
Implement Usage Tracking
Log and Monitor



RPD Security

- Password to encrypt and open RPD
Protect all meta data and security rules

- Export to XML option
Connection pool passwords ARE encrypted

- Recommendation
Use complex passwords and regularly rotate password
Use different password for production
Secure access to XML export and put RPD under source code
control



Weak Overall OBIEE Security

- No easy way to reconcile Catalog
security and authorization. BRBES;sIeEIe SNSRI olelgs
Three security solutions: Groups and Folders)

Catalog (ACLSs)
Presentation Layer permission l

grants / Repository (RPD file) \

Data level filters Presentation Layer
dﬁ b

- Commonly find

Business
Rogue groups and users Model [THFE=0
Errors and gaps Mappings
. Physical 550
- Recommendation \ Tables & Columns /

OBIEE security assessment



Sensitive Data Not Protected

- Need to protect if defined in RPD

May not need or realize exists

Can be result of prior engagement or accidental metadata
import

= Examples: /Repository(RPD fiIe)\

- Social security, credit cards, Presentation Layer
bank accounts

- Salaries, sales and Business
customer records Model
- E-Business User table and

Mappings

passwords el
\ Tables & Columns /




Sensitive Data Not Protected

- Need to project against
- Weak or no security within RPD and catalog
Direct SQL access
- Write Back
GO URL SQL access

» Recommendation

OBIEE security assessment, inclusive of sensitive data
discovery



Direct SQL Access And Write-Back

ORACLE" Business Intelligence

Tssue SQL

Enter a SQL statement to issue directly against the Oradle BI Server. This page is for testing the Oradle BI Server only,

update hr.per_pay_proposals ppa

set ppa.proposed_salary_n = 1000000 - Use only for debug
where exists (select 1 . Only objects in
fI'IIII'I'I pEF_ﬂSSIQHMEnE:I Pax, IZIEFJIIE.IIIFI|E_:{ BRX RPD can be queried
where pax.person_id = ppx.person_id ) )
and pax.assionment_id = ppa.assingment id - Can combine with
and ppx.full_name = Fred Flintsone) Write-back

- Security ACL grants
rights to use

!

Issue SGL | Oracle BI Server Logging Level | Default ¥ | W) Use Orade BI Presentation Services Cache




Direct SQL Access

ORACLE’

Business Intelligence

Issue SQL

Erter a SQL statement toissue directly acainst the Orede BI Server This page is for testing the Orade BI S=rver only. Resuts are returned with 1

select encryated_user_password from people_and_users

A
Issue SOL | Oradle BI Server Logging Level | Default ¥ | ¥ Lse Orzcle BI Presentation Services Cache

"FHND_USER"."ENCRYPTED _USER_PASSWORD"
warchar

DLMMY

IMTERMAL LEER-MILOGIM

IMVALID

Z£G002AFD B 2E58E9 156CE 593276 5E30AEBCSACES SCF 5739253 1S 38 TEB3F400ED 11BEDED S BIAGTES0 35A 208 T4EZ 2C0599C
Z2G005BBC FEASEEIAS1FEE 2DOFA 1AODB 2C6AF 507D 7ASC2 18B81 1EBFDACE 11D 3DETDEAFDD 7416 103 344436 2453 C D SFACAC
ZGO03DF2F427803191 26 5C3CEC3DCASOEE LATDESCA50AT35A94FFIE 53 IFE2EFCAC 528 FF FLOFOCESD DB ASFE0ATF 136FDD32
ZE003F A7 204 10 0E0 FEED J8430 S0 CIE 1B 2D DEF QT JF SES0 45 20 704384089 20 20 14088 AD IeA 13 RC SeD o 4EGED B ZE4IDCFEY
ZGO0BDC208F2C 17144CC0ATOD 243 1C9 DA IDEC 169CADSBFODE0 32E3ACEGASEA29F 2192576 o2l 9212333FA30193E54DFS4913
ZGO0OC2AT053ETOBBEC 427500 242005148 4ACEN2AA 2F 5 23E Z3EADAAGS 1842544330005 SA0ESF FAZOF 25F 703208 12D A4 336D A
ZG00D9TFEC3SEF 35554 1A STICFE 700MFGF 525448 L 3B2AFDCFABESS9DB48DF FESCF 1ESES00CEEE 1:EF 33E317DA42TSACENESS
ZGO0DCEF38AS024E6193C934A Y /34CEE258CD0DE IE19AAB527E45 10 73F 22 5F 79~ C 39D 9F ABSEESE 33 1F 2F9648E 77 320298E9A
ZGO104CFAR 2BC 197B75FE FOEF0%8 30FATBAFEDB3F TOEFSEEC TCEBC7EC 35F56SEF5450 FEBT3037F5EC 1DS 307A11TDER 3FCED
ZG01622A167531D6ACE 2FAC 12DCES524DAD2 3 19BE45 559=C577F 22117303 A0 3ED IFAFFOIZERRA 2D 380F=0F 2576 CFDE 1 ADET7 37
260139 23969886C900EC 260 2C SFIDC 7ASCI4ES0 208 2E 23 1093 C VEB4CF IBCES 7304 5A20 26¢CFAJAIID4F3C823A3BABE5B I 2478
ZG01A211B112=FIE9AATFED 71350 9F26A85D 490 35 2BC 7= 1SFFCO7ABD 92 BAED AAAS 27AG4E 16 349612885617 505C 33BE284E 1C
ZG01BTCTICABSE 313 3CFC0A 1672 1080F 7 2C6CF 72EEDE 311340538328 209808 19F60 370000 1F4B66 250 50EAFD 20 C7A0FBEE 7
ZG01FFEOATEAS 3460 299990 5433 72 1ETDAS 51 30ACETFOG3ECOCI 29C 23A%630C SA0GDE 5FE 162 10 190CESAL 2AC A0B 3BDTGF S
ZGE0208676CBEZ3E0F 2DA 77 LAFS 284CECA 720CDEAABDOSB01DSOE2C 2B 1 IDFESF 1B 1E0BGD S 29544837 2240 0<6F 2867 AC 1IE7C4D
ZG020EABSSDFIDFD 210340633 2550F 73 CCE8 2648 5C36990DASEDS FADOSC 3563 5 5 505AAS6CFAA2ZAB0 14DBFICABS SCIEO A
ZG021134950DEDG03373F0 38068 20F56 51054 28F0ABSCFE 1B 27 72 7TADECACSEFDEE 3AC 706D 2AAF A 25D S04CEE 3E=2 1DOT4F0
ZG0223741E25DFAB43738E230963C 58456 1178517762 25B42CH98 2F 35 1€ 2A 35FACIGRE 52503C5A 123DE9355336 1906092209
Z2G0224E49 705 25A6FRCE3CEF 539E2D7C 2R FC0 195222 3ADA0SAICOBAZ 3B 5F6 771 1A 5 33EADFBEB 3ABSBC D99 A SEE 2L 8480 2C0 03
ZG022A 265 350EE4RDEC3C 12E 10 32 5E0 240B4CaEOF D ZAESAECANS BE0CDCACTFEED 3 16E38 2AF-EC 6 24550 580025E3 2F 3EZFFFFS
ZG0242C0683 1678E0BFDCFFSBAN 123 208E4843C25FB 32D 50 5E 508 148000 3D S7E4BE TDE40 LACSCET2OR TATTEACO2 20B4E 398 54

Example of exposing
Oracle E-Business
Suite Passwords from
APPLSYS.FND_USER

Recommend

- OBIEE logging,
monitoring and
auditing

- Full audit of Security
ACL



Write-Back

- Connection pools can be defined to allow users to

create or update data
Has write back been enabled?
What tables allow write-back?
Who has security to access?
Can they also issue Direct SQL?

update hr.per_pay_proposals poa

- Recommend set o0 xapgse.sary._n = 1000000
OBIEE security assessment Where exsts(sec | |
, . from per_assignments_x pay, per_peaple_x gy
Logging and monitoring where gax,person_id = o, gesgn,
and pax assgnment 1 = poagssingment d

lssue SQL | Orade B Server Logging Level | Default ¥ | ) Uise Orade B1 Presentation



Go URL And SQL Access

- Go URL used to integrate Presentation Services

with external portals and applications
Set variables, session attributes

- Security concerns
Must authenticate first
« Do you have a PUBLIC user?
Bypasses certain parts of security
Creates OHS (Apache) log entries
Can Issue SQL



Go URL & SQL Access

Authenticate
http://<host>:<port>/analytics/saw.dlI?GO&NQUser=weblogic&
NQPassword=Password1

Issue SQL
http://<host>:<port>/analytics/saw.dll?Go&SQL=select+thecolu
mn+from+subject_area

http://<host>:<port>/analytics/saw.dll?Go&SQL=select+person+
salary+from+hr_salary_info

http://<host>:<port>/analytics/saw.dl?Go&SQL=select+encrypte
d_user_password+from+people_and_users



Go URL SQL Access

http://<host>:<port>/analytics/saw.dlI?”GO&NQUser=integrigy_test_1&NQPasswo
rd=test1234&SQL=select+encrypted_user_password+from+people_and_users

. — Pag——

x :: Oracle BI Presentation Services Admi... +

__i Oracle BI Answers

04 //analytics/saw.dIl?G0

é dbid integrigy.com:9

ENCRYPTED_USER_PASSWORD

DumMmMy

INTERMAL USER-MOLOGIM

INVALID

ZG002AFDFE 2E88E9 16B0E 593 2FE SE30ABECEAGES S5CF 573928 1938 7EB 3F400ED 11BEDSD8446FB0AG TBI035A 268 F4EE2C0899C
ZGN05SBEC7EA55E9A91FSE 2D0FA 1AODB2CEAF5073DCD7ABCS 1883 118BFDADE11D3DE/DEAFDD 7416 103344486 3458C 2D 3FASAC
ZGN050F 2F427A03191265C5CoC3DCAB0EE 1AYDESCTO0ATI0A4FFIB 53 1IF82EFCACS 38 7F FDOFDCESD 2D4BA SFO0ATF 1IBGFDD32
ZGN0EF2A720A1099E07EEN3843E 56CEE 1B SDDEFO7F 7R SES048 29 7CE648849892C 2C 14083A0 36A43486 56D64ESEDE 3E41DDFET
ZGN0BDC208FoC17144CC0ATID 243 1C950A 1IDGC 1690ADBBFODE632E 3ADECASE429F 21925707009 212333FA30 193E54DF949 13
ZGO0C2ATOS3ETIEBEC427690242C 95148 4ACE0 2AA RS 23E 23EADAAGS 18A 2644 3860CE0A04ESF7AESF 25F 703308 12D A4S AEDA
ZGN0DSTFAC39EF3555A 1A STI0FE7004F6F 525448 138 2AFDDFABES 590E480F JEGCF IESE SO0CEEE 11EF53E317DA4279ACEDERS
ZGOODCEF38A9024E8193C994AT7734CB3238CD0E 1E19AABS27B451079F 325F 79FC 39DDSFABGEESB 33 1F2F96488 77320 298E9A
ZG0104CFAB2BC 1978 78FE F0ESF098 3DF A TEAFBDE 3F 79EFE3ECYCBBC a0 35F 66EBF 5450 3EB 73037F5EC 1D6 30 7A 1 17DES3FCED
ZG0162241657531069CE2F4C 12DCB524DA02319BE46559FC 577F22117908A03ED IFAFFS 2E88A 20 380FESF 2576CFDB 170E7 737
ZG0 189235989836 C66EC 260 2C5FIDCTAGC 24E90208 2E 28 1DS8CYEBACF 1BCES730A5A2026CFADA31D4FECE 23A3BABS5B52473
ZG01AZ11B112FFOESAATFED 718 569F 20A800490 30 2BCTE 19FFCO7ABD S 3B4EDAAAGZTALIE 163496128861 79505C 33BE284E1C
ZGN1BTD71C4BEES31B39FCOA16721080F 72C60F72EEDE3113A0538 333 209808 19F60370099 1F4B66 250 50EAFD 26 C740FEESY
ZG01IFFSENATBAS 540D 299990 5A 3872 1ETDOE 541 30AG8 TFO88ECEC29C23A5686C SA0EDG5FE 16210 190CEIAAZACADB3BDTEF S
ZG0208876CBEE3EOF 2DATF 1AFE284CECAT26CDEAARDDSE0 1DSSE2C2E 1 1DFESF 1B 1IE0BED 524E4AB8 73 24D048F 286 7AC IEFC40
ZGN20EABSEDF1DFD21034D6332500F 734FDCE20FF 48 5C 389200 A98D 57AD0SC 356855 503AA56CFAA ZARD 14DBFICABG SCCEO7A
ZG021134550DEEDE0BE7EF038D68 2CF65105428F0ABSCFa41B277279D3CAS S5EFDBE 3ACT0SD 2AAFA 28D 5040EE34EF 9 1D074F0
ZG0223741E250FAB43738E23D0963C5B456117851778229642CB96 2F 38 16 2A 35FACOGFB 52508C8A 1C3DES885336 1406D92C09
ZG0229E4976625A6F6CE3CEF539E2D7C2F7C01952233ADA0S5A 1C0BAS3B5F67711A53BEADFEB 3ABGBO7D95A 3EE2D34802C0D 3
ZG022A26635DEE4805C3C 12F 193E5E0 240B4C3E0F0 2AEGAECE06550CDCaCTEB0326E 38 2AFFBCA 243895800 2688 2F 3ECFFFFS
ZG0242C068 1678B0BFDOFFSBAD123208E4843C25FB 32D 595E596 148900 30 57E4B6 7DE40 LACSC 37 29F FAT784C0220B4E 346 54
ZG029B7DESFE0F531DED 469 129EEDCESSSF 33F47DFEFDEE 3E 2 3E960ESF 2BFF 2AATC 5152FB8 7CE 7ABECO36FF 153FCACBASC IS

Jb G Rows 1-25

This test user
CANNOT issue Direct
SQL but still can
query with Go URL

Being able to see
passwords from
APPLSYS.FND_USER is
a BAD IDEA

Recommend to
DISABLE GO URL



No Usage Tracking

- Oracle provides sample RPD
Manually copy or configure required components into your RPD

- Reports on changes to
Enterprise manager configuration changes
RPD changes
Who ran what report when

- Recommendation
Create new schema. Do not write to metadata schemas:
BIPLATFORM or MDS
Make part of holistic log and audit solution
* Integrigy Framework for Logging and Auditing
« Pass to centralized logging (e.g. Spunk, ArcSight, etc...)



OBIEE Evaluate Function(s)

Evaluate function(s) bypass all OBIEE security
- Any DML statement may be issued directly against database:
select, update and delete

Any user can use. Not limited by Security ACL or
by WebLogic
Limited only by database privileges of account used in
connection pool

Recommend to Disable
11g only
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